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AHHOTAUMA

HacTtosiwee PyKkOBOACTBO A0NonHSAET AOKYyMeHT <«XTAM.00087-03 91 01. Kpunrtollpo CSP.
PykoBoacTBo apgMuHucTpaTopa 6e3onacHocTn. O6wasa 4vacTe» npu wmcnonb3osaHum CK3W nog
ynpasfieHmeM onepaumoHHbix cuctem Windows 2008/7/2008R2/8/2012/8.1/2012R2/10.

NHCTpyKL MK aAMUHMUCTpaTopam 6e3onacHoOCTH n nosib3oBaTensamMm pa3NnyHbIX

aBTOMATM3MPOBaHHbIX CUCTeEM, wucnonb3ywowmx CK3UN «Kpuntollpo CSP» v 4.0 R4, AO0MXKHbI
pa3pabaTbiBaTbCA C yyeTOM TpeboBaHMA HacToALWEro AOKYMEHTA.
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Cnuncok cokpalleHui

APM ABTOMaTU3MpoOBaHHOe paboyee MecTo
[\ MBKUIN MarHUTHbIN O UCK
Acu JaTunk cnydarHbix Yncen
HDD XXecTKnii MarHUTHbIN AUCK
HCA HecaHKUMOHNPOBaHHbIN 4,0CTyn
ocC OnepaunoHHas cncrtema
no MNMporpamMHoe obecneyeHne
PernamenT COBOKYMNHOCTb MHCTPYKLUWI W 4 pYyron pernvaMeHTmpyrou.leﬁ A0KyMeHTaunu, obecneumnsaroLLein
PYHKLMOHMPOBaHNE aBTOMaTU3MPOBAHHOM CUCTEMBI BO BCEX PEXMMAX.
CepTudmkar D NEeKTPOHHbIV AOKYMEHT, MOATBEPXKAAIOL, UM NMPUHAANTEXHOCTb OTKPLITOrO KJ1H04a 1 onpeaeneHHbIX
aTpubyTOB KOHKpPEeTHOMY aboHeHTy
Ceptndukauums Mpouecc M3roToBAeHNs cepTudurKaTa OTKPLITOro Kova aboHeHTa B L eHTpe cepTudunkaumm
CoK Cpena @yHKLMOHMPOBaHNSA KPUNTOCPEACTBA
CK3U CpeacTtBo kpunTorpaduryeckon 3awmTbl MHMO pMaLmm
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1. OCHOBHble TeXHUYEeCKMe aaHHble N xapaktepuctmkm CK3U

1.1. MNporpaMMHo-annapaTHble cpeabl OYHKLNOHNPOBAHNS

CK3M XT5N.00087-03 dyHKUMOHMPYeT noA YynpasneHmem OC Windows B nporpaMMHo-
annapaTHbIX cpejax:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

MNpumeyaHusa:

1. Bepcus POSReady.

2. MNpu skcnnyataumm CK3UW HeobxogMMO y4uuTbIBaTb, 4YTO MOPSIAOK M CPOKM 3SKCnyaTaumu
onepauMoHHbIX CUCTeM, B cpege KoTopbix dyHkunoHmpyet CK3W, onpepenswoTcs
npomM3BOAUTENSAMU OMeEpaLMOHHbIX cucTeM. Ucnonb3oBaHme CK3W nop ynpasnenuem OC, ans
KOTOPbIX He BbINyCKalTCs 0OHOB/IEHMS He AOMyCKaeTcs.

1.2. CocTtaB CK3U1

NcnonHeHne 1-Base knacca 3awutbl KC1 BbINONHEHO B CliegyloweM COCTaBe:
— KpunTonpoBanaep;

— KpunToapameep;

— MoAay/b ceTeBon ayTeHTudukaumm (Kpuntollpo TLS);

— Moaynb 06paboTkm ceptudmkatoB u CMS npotokona;

— yTunuTta BblpaboTKM BHELUHEN ramMbl;

— YTUAUTA KOMaHAHOM CTpOKU Ansa wudposanmsa dhannos;

— YTUWAUTa KOMaHAHOM CTpPOKW A5 paboTbl ¢ cepTuduKkaTamm;

— MoAyNb ayTeHTudUKauun nonb3oBaTtens B AoMeHe Windows;

— nakeT pa3paboTumka ana mcnonb3oBaHus npotokonoB IPsec (IPsec SDK);
— MOAYyNb noanepXxKun nHtepdenca Mozilla NSS;

— cepBucHble mogynu (cpverify, wipefile, stunnel);

- 6mubnuoTteka, obecneumBatrowias MNOAKIAOHEHME N (PYHKLMOHMPOBAHME KIKOUYEBbLIX HOCUTENEMN
(RDK)

N YHKLUMOHMPYET B rpynnax nporpaMMHo-annapaTHbix cpeg n.1.1.

1.3. KntouyeBble HOCUTENU
B kauecTBe KJIHOUEBbLIX HOCUTENEN UCMNOMB3YOTCS:

-rM4 3,5”, USB auncku;

— CmapTtkaptbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
- eToken, Jacarta;

— USB-TokeHbl PyTokeH 3UIM (Flash, Bluetooth), PyTokeH Lite Novacard;

— CMapTkapTbl PyTokeH Lite SC, PyTtokeH DU SC;

— Rutoken S;

- Novacard;

— Cmaptkaptbl PUK (OCKAP 1, OCKAP 2, Maructpa, TRUST, TRUSTS, TRUSTD);
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— CMmapTkapTa Y3K;

— CmapTkapTta MS_KEY K;

— TokeH++ Lite;

— ESMART Token;

— Cmaptkaptbl Athena IDProtect, MorphoKST, Cha cardOS, Cha JCOP;
— Cmaptkaptbl AnnoTt INPASPOT Series, SCOne Series;

— Rosan;

— Paspen HDD M2BM (B Windows - peecTp);

— WpeHtudukatopel Touch-Memory DS1995, DS1996.

Mcnonb3oBaHMe  KOYEBbIX HOCUTENel B  3aBUCMMOCTM  OT  MPOrpamMMHO-annapaTHOM
nnatdopMbl oTpaxeHo B XTHAN.00087-03 30 01. Kpuntollpo CSP. ®opmynsap, n. 3.8.

1. B coctras aucrtpubytmsa CK3U BxoaaT 6mMbamMoTekn NnoaaepxKm BCEX NePeUNC/IEHHbIX HOCUTENEen, HO
He BxoAaT Apansepbl ang OC. Mo BonpocaM nonyvyeHus gpaneBepoB Heob6xoanmmo obpawaTbecs K
NpoOn3BOANTENSM COOTBETCTBYHOLUX YCTPONCTB.

1. XpaHeHune 3akpbiTbix kntoyen Ha HDD M2BM n USB auckax (B peectpe OC Windows, B pa3gene
HDD npwu paboTte nog ynpasneHunem gpyrnx OC) aonyckaeTcs TO/IbKO NpW YCNOBUM pacnpocTpaHeHuns
IL_._!__“ Ha HDD, USB auck wnu Ha M3BM c HDD TpeboBaHuii no obpaleHuno C KII0YEBbIMA HOCUTENAMN
(n.6.7 XXTAMN.00087-03 91 01. PykoBoacTBo agMnHUCTpaTopa 6e3onacHocTmn obuwas 4yacrb).

2. Bce BbllenepeyuncrieHHble HOCUTENIM UCMOJb3YOTCA TOMIbKO B KAYeCTBEe NMacCMBHOMO XpaHuamuia
K uYeBon MHdopMaummn 6€3 NCcnonb3oBaHNa KpUNTorpadmnyecknx MexaH u3MoB, peann3oBaHHbIX Ha
cMapT-KapTe/TOKeHe.

3. Ncnonb3oBaHmne HOCUTENEN APYIMX TUMNOB - TONbKO NO cornacosaHuto ¢ ®Ch Poccuu.
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2. YcTaHoBKa u yganeHue gmuctpnbytmsos MO CK3U

YcTaHoBka auctpubytmBa «Kpuntollpo CSP» v 4.0 R4 po/mkHa  NpoOM3BOAMTBLCS
rnonb3oBaTesieM, MMeEKLWMM npasa agMMHUCTpAToOpa.

Onsa  yctaHoBkn CK3W «Kpuntollpo CSP» v 4.0 R4 cHayana HeobxoAMMO YCTaHOBMUTb
nposangep, a 3aTeM yCTaHaB/MBaTb OCTajibHble MOAY/N, BXoAsliMe B COCTaB KOMMAEKTauuu.

Ons ycTaHOBKM nporpamMHoro obecnedyeHust BCTaBbTe€ KOMMAaKT-AUCK B MPUMBOA CUMTbIBATESNS.
N3 npepnaraembix ouctpubyTmBoB Bbibepute ANUCTPUOYTMB, NoaxoAswui ans Bawel onepaunoHHOM
CUCTEMbI, UMEILWMA HYXHbIM BaM knacc 3awuTtbl U yaobHbiM Ans Bac A3bK yCTaHOBKW. 3anycTuTe
BbIMNOJIHEHNE YCTAHOBKMU.

{5 Ycranoska "Kpunrollpo CSP" ' x|

Bac npyBeTCTBYET NPorpaMma yCeTaHoOBKU
"Kpuntolpo CSP (KC1)"

MNporpania BLINOAMKT yeTamoexy "Kpnntollpo CSP" Ha
KOMNLIOTEP. ANA NPOAOMMEHHA MMTE KMonKy " Alanee”,

MPEAYNPEX AEHME: [anHan Nporpamds 3aUHILEHS 3aK0HAM1
“ " UnTo n o c s P of aBTOPCKHX NPABAX H MEMAYHAPOAHBIMH COM NALUEHHAMA,

OTMeHA

PucyHok 2.1 — MacTtep ycraHoBkn «Kpuntollpo CSP» v 4.0 R4.

Ona panbHenwen yctaHoBku Kpuntollpo CSP HaxmuTe [anee.

Mocneaylowas ycTaHoBKa MPOM3BOAUTCS B COOTBETCTBUM C COODBLLUEHUSIMW, BbllaBaeMbIMU
nporpamMMoi ycTaHOBKWM. B npouecce ycTaHoBkM 6ydeT nMpeasioXeHO 3aperncTupupoBaTtb
OOMOJIHUTESNbHbIE CUMTHLIBATENM KJOUYEBON MHMOpMaUUK, OOMOMHUTENbHbIE AATUMKKW  CJTyYalHbIX
ynucen WIM HacTPOUTb KPUMTOMpPOBalAep Ha WCMNOJSIb30BaHME CNYyX6bl XpaHeHUs Kiouvein. Bce 3Tu
HaCTPOMKM MOXHO MPOM3BECTU KaK B MOMEHT yCTAHOBKW KpPUNTOMpoBaiaepa, Tak u B 1060 MOMEHT
nocsie 3aBepLIEHNS YCTAaHOBKUW Yepe3 NaHeslb CBOWCTB.

Mocne 3aBeplIEHUss YCTAHOBKM AUCTpMBYTMBA HeOo6XoAMMO TMpOM3BECTU nepesarpysky
KoMMbloTEpa.

2.1. MapameTpbl ycTtaHoBkn «Kpuntollpo CSP» v 4.0 R4.

Mpn ycTtaHoBke «Kpuntollpo CSP» v 4.0 R4 MOXHO MCNOMb30BaTb pa3/iNyHble MnapaMeTpbl
KOMaHAHOW CTPOKW, BAUSIOWME Ha YCTaHaB/IMBAEMblE KOMMOHEHTbI, Ha4YasibHYK HacTpOWKY NpoayKTa
M T.A.

Ons nx ncnonb3oBaHMs Heob6xoAMMO 3anycKaTb YCTAHOBKY creaylowmnm obpasom:
msiexec /i <NOJIHbIA WAM OTHOCUTENBbHBIA MyTb K .Msi-danny> <napamMeTpbl>

Cnegytouwme onuuv no3BOSISIOT HE yCTaHaB/MBaTb COOTBETCTBYOWME BUBINOTEKM MOAAEPKKM
(3HauyeHne «1» O3Ha4yaeT He yCTaHaB/MBaTb):
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NOBIO =1
NODALLAS =1
NODS=1
NODSRF =1
NOEMV=1
NOFLOPPY =1
NOJCARD=1
NOPCSC=1
NOREGISTRY =1
NORIC=1
NORUTOKEN=1
NOSABLE=1

Buonormnuecknin ACH
Hocutenwn Dallas
CuutbiBaTtenu Dallas
OCY «lNocnenoBaTenbHOCTb NOCTaBLUKa»
Kapta EMV
CuutbBaTENL AUCKET
Kaptbl JCard

PC/SC

CuutbiBaTenb «PeecTp»
Kaptbl RIC/OSCAR
Hocutenb Rutoken

Cobonb

Cnepgylowme onuum no3BOASAKT YNpaBnsaTb perncrpauven noggep)xkmsaemoro obopynosaHus
BO BpeMs ycTaHoBku «Kpuntollpo CSP» v 4.0 R4 (3HaudeHue «0» O3HA4YaeT <OTK/YUTb OMUUIO>»;
3BE3404YKOIM OTMeYeHbl ONUUK, BKIIOYEHHbIE MO YMOYAHUIO):

REGBIO=1

REGETOKEN=1

REGFLOPPY =6yKB bl
REGPNPFLOPPY =1

REGDSRF =nyTb

REGDS14 10E=nopThbl

REGDS9097E=nopThbl

REGDS9097U=nopThl

REGDS199X =1
REGOSCAR=1
REGOSCAR2=1
REGTRUST =1
REGTRUSTS =1
REGTRUSTD=1
REGPNPPCSC=1
REGALLPCSC=1

3apeructpupoBaTb 6uonormyeckmn ACYH *(tonbko ans KC1)

3aperncTpmpoBaTb BCe HOCUTEeNn «Alladin eToken» *
(oTaoenbHble TUMbI: REGETOKENJAVA10, REGETOKENJAVA10B,
REGET OKENMA420, REGETOKENM420B, REGETOKEN16,
REGETOKEN32, REGETOKENR?2)

3aperncTpupoBaTb CUMTbIBATENb <«AUCKeTa» Anst 6yKB, yKa3aHHbIX
yepes 3anaTyto

3aperncTpupoBaTtb CUMTbIBaTENb «Bce cbeMHble HocuTenn» *

3apeructpupoBatb [ACH «llocnenosBaTenbHOCTb MOCTaBLMKa» U
3agaTtb NyTb (6e3 «\» Ha KoHue) K nanke ¢ dsrf

3aperncTtpupoBaTb cuuTbiBaTesb «DS1410E» (cnMcok nMOpToB 4epes
3anartyt: LPT1,LPT2,...)

3apernctpupoBaTtb cuuTbiBaTenb «DS9097E» (cnmMcok nopToB 4vepes
3andaTtyt: COM1,COM2,...)

3apernctpmpoBaTb cuuTbiBaTenb «DS9097U» (CNMUCOK NOpTOB 4yepes
3anaTtyt: COM1,COM2,...)

3apernctpmpoBaTb Hocutenb «DS199x»

3apernctpupoBaTb HocuTenb «Ockap»

3apernctpupoBaTb Hocutenb «Ockap2» *

3aperncTtpupoBaTb HocuTenb «Marmctpa» *

3apernctpupoBaTb Hocutenb «Marmctpa CbepbaHk/BGS» *
3aperucTtpupoBaTb HocuTenb «Marmctpa Debug» *
3aperucTpmpoBaTb cumuTbiBaTenb «Bce cumtbiBaTenn cmaptkapT» *

3aperl/ICTpI/1DOBaTb NnoAKMNKYEHHbIE CYUTbIBATENIM CMaAapTKapT

10



XTAN.00087-03 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

REGREGISTRY =1
REGRIC=1
REGRUTOKEN=1
REGSABLERDR=1
REGSABLERND=1
NOETOKENWL=1
NOOSCAR2WL=1
NOTRUSTWL=1

NOTRUSTSWL=1

NOTRUSTDWL=1
NORUTOKENWL=1

3aperncTtpmpoBaTb CUuTbIBaTeNb «PeecTp»
3apernctpmpoBaTb Hocutenb «PUK»

3apernctpupoBaTb HocuTenb «Rutoken» *
3apeructpupoBaTb cuutbiBaTenb «Cobosnb»
3apeructpuposaTtb ACH «Cobonb»

He peructpuposatb Hocutenun «Alladin eToken» ans Winlogon
He pernctpuposaTtb Hocutenb «Ockap2» ana Winlogon

He pernctpupoBaTb Hocutenb «Maructpa» ana Winlogon

He peructpupoBaTb HocuTenb <«Maructpa C6epbaHk/BGS» ans
Winlogon

He pernctpupoBaTb Hocutenb «Marmctpa Debug» ans Winlogon

He peructpupoBaTb HocuTenb «Rutoken» gns Winlogon *

YnpaBrieHne pexuMmamn paboTbl:

CPCSPR=1

MEDIACSPS=1

CACHED=N

CSPDELETEKEYS =1

Ona  Bepcum KC1l nossonseT BblbpaTb pexum
CNyx6bl XpaHeHnsa Kato4en (TObKO MpU yCTaHOBKeE)

PernctpupoBaTb B CuUCTeMe OTAE/bHbIA NpoBanaep
0N KaXAoro Tuna K/w4yeBbiX Hocutenenm (TOSIbKO
npu yCTaHOBKE)

HacTpolika K3awunpoBaHus knwoden. Ecnm N=0, TO
BbiktoueHo, ecnam N>0, TO 3agaetr pasmep K3wa
(ToNbkO NpM  yCTaHOBKE M TOJIbBKO AN  pexuma
Cny>x6bl XpaHeHUs1 Ko4ven)

Mpu yaaneHun npoAyKTa yAanuT TakK Xe Bce
HaCTpPOWKM U BCe KJ/lOYEBblE KOHTEWHEpPbl U3
peecTpa

BkounTb peXunm YCUWUNEHHOI0 KOHTpons

STRENGTHENEDKEYUSAGECONTROL=1 wucnonb3oBaHus kaw4en (TONbKO MNpU YCTaAHOBKE;

pexunm obsazaTeneH K MCnosib30BaHUIO)

YKasaHue CepuiHbIX HOMEpPOB JINLEH3UN:

PIDKEY = Mcnonb3oBaTb yKa3aHHbIA CepuitHbin Homep CSP

WLPIDKEY = Mcnonb3oBaTb yKasaHHbIM cepuitHbin HoMep Winlogon

RPPIDKEY = Mcnonb3oBaTb yKasaHHbIM CepuiHbii HOMep Revocation Provider
OCSPAPIPIDKEY = Ncnonb3oBaTb yKasaHHbIM cepuiHbii Homep OCSP Client
TSPAPIPIDKEY = Ncnonb3oBaTb yKa3aHHbIM cepuitHbii HoMep TSP Client
CraHgapTHble napameTpbl  Windows Installer (nogpobHee - CM. [AOKYMeHTauwuio:

http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=

MyTb yCTaHOBKM
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INSTALLDIR64 = MyTb ycTaHOBKWU Ans 64-pa3psaaHblX KOMMOHEHT
REBOOT =R He nepesarpy»xaTb KOMMbOTEP MNOCJ/IE YCTAHOBKM

3apaeT CNUMCOK JAOMOJSIHUTENbHbIX MoAyflel, KOoTopble creayeTt
ADDLOCAL=Moaynu YyCTaHOBUTb (cnmncok yepes 3an4aTyto). CywecTBytowme
OOMOSIHUTENbHbIE MoAynu: reprov, driver, compat.

REMOVE=Moaynu Ana y)xe yCcTaHOBNEHHOro NpoAyKTa yAanseT yKa3aHHble MoAy/n

JononHuTtenbHble napaMeTpsbl.

/qb ycTaHoBKa 6e3 MacTtepa
/qn ycTaHoBKa 6e3 OKOH
/L*v dann co3aaHMe XYypHania yCTaHOBKMU

Onsa ypanennsa Kpuntollpo CSP:
msiexec /X {54A08450-B343-40B0-924E-68F031450996%}

MpuMepsbl:
msiexec /i "d:\KpunTollpo CSP 4.0\csp-win32-kc1-rus.msi" INSTALLDIR="d:\csp" /L*v
"c:\temp\csp.log" /qgb

B ykasaHHOM npuMepe 3anyckaeTtcs .msi-gain, pacnonoxeHHot no agpecy d:\Kpuntollpo
CSP 4.0\csp-win32-kcl-rus.msi, yctaHoBka mnporpamMMHoro obecneuyeHus 6yaetr npou3BOAMTBLCH B
avpekToputo d:\csp, XypHan ycTaHOBKM 6yaeT HaxoauTbCs no agpecy c:\temp\csp.log, ycTtaHoBka
6yaeT BbINosHATBECA 6€3 macTepa.

2.2. YpaneHue MO CK3U

PekomMeHayeTCs CHadana yAanuTb YCTaHOBJIEHHbIE MPOAYKTbl Yepe3 «YCTAHOBKY W yAaseHue
nporpaMm», nepesarpy3nTb KOMMbIOTEP, W 3aTeM 3anyCTuTb cspclean.exe. YTunuta npegHasHa4veHa
ONs OYUCTKWM KOMNbKOTEepa OT He yaanéHHblXx 3neMeHToB npoayktoB KPUMTO-TMPO. T[locne
3aBepleHus paboTbl yTunuTbl 0683aTenbHO nepesarpysnte KOMMbloTep.
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3. O6HoeneHune «Kpuntollpo CSP» v 4.0 R4

Onsa obHoBneHua «Kpuntollpo CSP» v 4.0 R4 Ha OC Windows Heobxoammo:

— 3aNOMHUTb TeKywyl KoHdurypauuwo CSP (ycTaHoBneHHble ACH, cuuTbiBaTENM, HOCUTENMN,
napaMeTpbl afropMuTMOB MO YMOMYAHUIO U T.M.);

—yAanuTtb wraTtHbeiMu cpeacteamu OC anctpubyTtms Kpuntollpo CSP;
— YCTAQHOBUTb @HaNOrM4yHbl HOBbIN AUCTpubyTmMB Kpuntollpo CSP;
— MpY HeObX0AMMOCTN BHECTU U3MEHEHUSI B HACTPOMKM.

Kntoun n ceptudukaTbl COXpPaHAOTCS aBTOMATUYECKMU.
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4. BapwuaHTbl BcTpamBaHua «Kpuntollpo CSP» v 4.0 R4 n «Kpuntollpo TLS» B
npuknagHoe MO

4.1. BcTpamBaHue Ha yposHe CryptoAPI 2.0.

«Kpuntollpo CSP» v 4.0 R4 MoxeT O6bTb WCMNOAb30BaHO B MPMKAAAHOM MPOrpaMMHOM
obecneyeHun (kak wn nwboi apyroi KpunTonpoBanaep, nocTaensembii ¢ OC Windows) uepes
nHTepdelic CryptoAPI 2.0, onucaHve KOTOpPOro npuBeAeHO B MNpPOrpaMMHOM AOKyMeHTauum MSDN
(Microsoft Developer Network):

http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx.

B aToM cnydae cnocob Bbibopa KpunTorpaduyeckoro anroputMa B npuknagHom MO MoxeT
onpefenaTeCs  MAEHTUMUKATOPOM  anroputMa  OTKpbITOro  KfK4va  oTnpasuTens/nonydartens,
copepxauwerocs B ceptudpmkarte X.509.

BcTtpamBaHme Ha ypoBHe CryptoAPI 2.0 no3sonsetr BOCMNOAb30BaTbCs HAboOpoM yHKLMA,
pewatwowmx 6onbWMHCTBO Npobnem, cBsA3aHHbIX C npeacTaBseHneMm (dopmaTtamu) pasnnyHbIX
KpunTorpadumyeckmx coobuweHnit (noanucaHHbX, 3awundpoBaHHbIX), crnocobamMu npeacTaB/ieHUs
OTKPbITbIX KO4Yen B Buae UMbpOBbIX cepTUduKaTtoB, cnocobamm xpaHeHUs u nouvcka ceptudukaToB
B pas3/IM4YHbIX crnpaBoYHMKax, Bkito4vasa LDAP.

®dyHkunm CryptoAPI 2.0 M03BOASAKT MOMIHOCTbHIO peasn3oBaTb MNpeacTaB/ieHMe W 06MeH
OAHHbIMM B COOTBETCTBUM C MeXAyHapoaHbIMM pekoMeHaauusamm u UHdDpacTpykTypoit OTKPbITbIX
Kntouelr (Public Key Infrastructure).

4.2. BcTpanBaHue Ha ypoBHe CSP

«Kpuntolpo CSP» v 4.0 R4 MoxeT 6bmb HENoCcpeaACTBEHHO WCMOAb30BaHO B MNPUKIALHOM
nporpaMMHOM obecrnevyeHun NyTeM 3arpy3kum MoAyns € mcnosb3oBaHumem dyHkumm Loadlibrary(). Ons
3TUX Lefen B KOMMIEKT nocTaBkm BkAw4aeTcs XTHAN.00087-03 96 01 «Kpuntollpo CSP. v 4.0 R4
PykoBoACTBO nporpaMMucTa», oOMNucbiBawowee cocTaB @yHKkunn wn TectoBoe [O. [lpu Takoh
peanusauun  npukaagHomy O  gocTyneH Wb  OrpaHuYeHHbli  Habop  HM3KOYPOBHEBbIX
Kpuntorpadunyeckmx @yHKLWN, COOTBETCTBYOWMI UHTepdelicy Microsoft CSP.

4.3. Ncnonb3oBaHne COM wuHTepdelicoB

«Kpuntolpo CSP» v 4.0 R4 moxeT B3auMmogencTeoBaTb co cneaywwmnmm COM mnHTepdencamm
pa3paboTku Microsoft:

— CAPICOM;

— Certificate Enrollment Control;
— Certificate Enroliment API;

— Certificate Services.

4.3.1. CAPICOM

CAPICOM  (peanusoBaH B (¢anne capicom.dll) npegoctasnser COM wuHTepdelic,
MCNONb3YOLWNIA OCHOBHbIE yHKUMM CryptoAPI 2.0. DTOT KOMMNOHEHT SABNSETCHA AobaBneHneM K yxe
cywecTtsytowemy COM untepdeincy Certificate Enrollment Control (xenroll.dll), koTopbii peanusytoT
K/IMEHTCKME (QYHKUMM reHepauum KJK4Yen, 3anpocoB Ha ceptudukaTbel U obMeHa ¢ LleHTpoM
Ceptudukaunu.

CAPICOM nosBonsgeT wucrnonb3oBaTtb GyHKUUKM HOPMMPOBAHUS W MNPOBEPKU 3S/1€KTPOHHOW

noanucKM, TMOCTPOEHUS W TMpPOBEPKM Lenoyek cepTudukaTtoB, B3aMMOAENCTBUS C  passIMYHbIMU
cnpaBo4YHMKaMnN cepTtudukaTtos (Bkaw4das Active Directory) ¢ mcnonb3osaHuem Visual Basic, C++,
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JavaScript, VBScript n cpeabl pa3zpabotku Delphi. Vcnonb3osaHne CAPICOM no3BonsieT peannsoBaTb
dYHKLMOHANbHOCTb «TOHKOro» KJIMeHTa B MHTepdence 6pay3sepa Internet Explorer/Microsoft Edge.

CAPICOM gaBnsieTcsa cBo60AHO pacnpocTpaHseMbiM, U NMocTaBnseTcs B cocTtaBe Redistributable
MHCTpyMeHTapus paspabotumka Microsoft Platform SDK.

4.3.2. Certificate Enrollment Control (Windows Server 2003)

COM wuHTepgeric Certificate Enrollment Control (peanusosaH B daine xenroll.dll)
npeAHa3Ha4yeH A4S UCMOSb30BaHUSI OrpaHMYeHHOro konmyectBa (yHkumn CryptoAPI 2.0, cBsi3aHHbIX
C reHepaumuer Kaw4en, 3anpocoB Ha ceptudwmkaTtbl U 06paboTkol cepTuduKaToB, MOJYYEHHbIX OT
LeHTpa CepTudukaumm C MUCNOMb30BAHUEM £3bIKOB nporpammmpoBaHuns Visual Basic, C++,
JavaScript, VBScript n cpeabl paspabotku Delphi.

OTOT WMHTepdenc mncnonb3ytT pasnndHble LleHTpbl Ceptudumkauunm (VeriSign, Thawte n 1. 4.)
npy hopMMpoBaHUM 3anpocoB Ha cepTudukaTt noab3osaTenen Ha nnatdopme Windows Server 2003.

4.3.3. Certificate Enrollment API (Windows 2008/7/2008R2/8/2012/8.1/2012R2/10)

MHTepdencol  Certificate  Enrollment API  (peanusoBaHHble B danne certenroll.dll)
npefHasHayeHbl ANs reHepauuu Ki4YeRn, 3anpocoB Ha cepTudukaTtbl, 06paboTkm cepTuduKaTos,
nony4eHHolx oT LleHTpa CepTudunkaumm C MCNONb30BAHMEM Pa3/INYHbIX S3bIKOB MPOrpaMMMpPOBaHUS.

ITOT MHTepdenc mncnonab3yrT pasnndHble LleHTpbl Ceptudmkaumm (VeriSign, Thawte u 1. a.)
npu @GOpMMPOBAHMM  3aMpocoB Ha cepTudwukaT nonb3oBatenein Ha nnatdopme Windows
2008/7/2008R2/8/2012/8.1/2012R2/10.

4.3.4. Certificate Services

Certificate Services BkntouyaeT B cebss Heckonbko COM mHTepdEeNCoB, NO3BOJSOWMX NU3MEHUTD
dyHKUMOHanbHOCTb LleHTpa CepTudukaunmm, exogsawero B coctaB OC Windows Server. lNpu nomowm
OAHHbIX MHTEepPdENCOB BO3MOXHO U3MEHEHMUE:

— 06paboTKM MOCTynatLWmx OT NoSb30BaTENEN 3aNpoCoOB Ha CepTUdMKaTbI;

— coCTaBa AdaHHbX (B TOM 4yucne gononaHeHmin X.509), 3anucbiBaeMbix B M3[aBaeMble LEHTPOM
cepTudmKaThbl;

— cnocoba ny6nvkauun (XpaHeHus1) U3AaHHbIX LEeHTPOM CepTUDUKATOB.

4.4, cnonb3oBaHne CK3WM Ha nnatdopme Microsoft .NET Framework

Komnanven OO0 <«KPUMTO-TMPO» 6b1 pa3pabotaH nporpaMMHbii npoaykT «Kpuntollpo
.NET», no3BonsAwwWMin UCMOAb30BaTb CpPeacTBO KpunTorpaduyeckor  3awutbl  MHGOpMaumn
«Kpuntolpo CSP» v 4.0 R4 Ha nnatrdopme Microsoft .NET Framework. «Kpuntollpo
.NET» peanusyer Habop wHTepdencoB pans p[octyna K Kpuntorpadpudeckum onepaumsam .NET
Cryptographic Provider:

— X3LWMPOBaHUE;
— MoAMnuChb;

— WwndpoBaHue;

- MAC;

— reHepauus KJden un 1.4.

Kpome Toro, Kpuntollpo .NET no3BonsieT MCnonb3oBaTb CTaHAapTHble Kjnaccbl Microsoft ans
BbICOKOYPOBHEBbIX Onepauui:

- pa3bop ceptudukarta;
— NOCTPOEHME M NPOBEPKA LLEMNOYKN CepTUhUKATOB;
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— 0bpaboTtka CMS coobuieHnit;
— YCTaHOB/IEHWE 3alumeHHoro obmMeHa yepes SSL/TLS, HTTPS u FTPS;
— XML noanuce m wudposaHme.

MoapobHyto MHbopMauuo, ANCTpMbyTUBbl, AOKYMEHTALMIO U CLEeHapUM UCMNOJIb30BaHUS MOXHO
HaWTW Ha canTe npoaykTa www.cryptopro.ru

4.5. Ncnonb3oBaHne CK3U B Beb6-6pay3epax

«Kpuntolpo CSP» v 4.0 R4 MoxeT 6bmb ucnonb3oBaHo B Beb-6pay3epax Ha pasnyHbIX
nMporpaMMHoO-annapaTHbiX nnaTtdopMax nNyTéM BbiBoBa (yHKkUMA <«Kpuntolpo 3UIM Browser plug-in»,
Bxoasiwero B coctas [AK «KpunTtolpo PKI SDK» (MAK «Cny»x6bl YL»).

«Kpuntollpo 3UIM Browser plug-in» coaepxut koMmnoHeHTy ActiveX ansa pabotbl B Microsoft
Internet Explorer/Microsoft Edge v nnarmH NPAPI ana apyrux Be6-6pay3epoB, noagepXxuBaroLmx
AaHHbINn  MHTepdenc BCTpamBaHumsa nnarmHoB. OyHkumm CK3UWM MOXHO BbBbiBaTb M3 CLeEHapues
JavaScript, cogepxawuxcs B oTobpaxaemon Beb6-6pay3epom cTpaHuue.

Moapo6bHas nHdopmaums AOCTYyMHa CTpaHuue niaruHa no aapecy
http://www.cryptopro.ru/products/cades/plugin.

4.6. MHMumanusauna 6mbnmotekn SSPI

MponssoanTcs 3arpyska 6mbnmotekmn Secur32.dll.

C NMOMOLLbLO dyHKLMN GetProcAddress nony4aercs yKasaTesnb Ha dyHKUMIO
InitSecurityInterfaceA (InitSecuritylnterfaceW B cnydae komnunsauum ¢ Unicode).

BozoBoM ¢dyHkumm InitSecuritylnterfaceA (InitSecuritylnterfaceW B cnydae koMnuasuum c
Unicode) nonyuaetcsa Tabnnua dpyHkumn SSPI.

BmMecTto wumcnonb3oBaHua  GetProcAddress, MOXHO NOAKAOYUTL 6MBNIMOTEKY  mMMMopTa
secur32.lib (Bxoaut B MS Platform SDK)

3anonHsetca cTpyktypa SCHANNEL_CRED. lMona 3Tol CTpPYyKTYypbl AOMKHbI ObTb Hy/EBbLIMY,
Kpome:

SchannelCred.dwVersion = SCHANNEL_CRED_VERSION;

SchannelCred.dwFlags = SCH_CRED_NO_DEFAULT_CREDS | SCH_CRED_MANUAL_CRED_VALIDATION;
Ona cepBepa M HE @aHOHUMHOIO KJ/IMEHTA 3aMOJIHSAOTCS TakKXXe Nons:

SchannelCred.cCreds = 1;

SchannelCred.paCred = &pCertContext.

l.!!l KoHTekcT cepTudmkaTa pCertContext 4o/mMKeH coaepXaTb CCbINIKY Ha 3aKpbITbIiA KOY.

Mpoussoantcs BbI3OB (dyHKUMM co3paHusa Credentials: AcquireCredentialsHandle ¢ nepenauven
en cTpykTtypbl SCHANNEL_CRED wu wumeHun naketa - UNISP_NAME («Microsoft Unified Security
Protocol Provider»).

NHMumanusaumsa coegmHeHns KAMEHTOM npom3BoanTcs BbiBoBOM InitializeSecurityContext 6e3

BxogHoro 6ydepa n cepsepoM - BbBoBOM AcceptSecurityContext, nocne yero maet 06bMHbIA LUK
Handshake.

Mocne yCTaHOBNEHWUS COEAMHEHWs, HO A0 Hauyana nepeaauvv AaHHbIX, MPUIOXKEHUE AOSIHKHO
BbINOJIHUTL MPOBEPKY MAapaMeTpoB COEAMHEHMS M cepTudmMKaTa yaaneHHOW CTOPOHbI.

ana noslyyeHus ceptudukaTa yAaneHHoMn CTOpPOHDI BbiBblBaeTcCH dyHKLMS
QueryContextAttributes ¢ aprymeHtom SECPKG_ATTR_REMOTE_CERT_CONTEXT.
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Ons  nocTtpoeHMss Ueno4Ykn cepTUdMKATOB peKkoMeHAyeTcs  ucnosb3oBaHne  dyHK LMK
CertGetCertificateChain, onucaHHyto B MSDN/Platform SDK/Security, (c dnaramm npoBepKM,
COOTBETCTBYOLWMMN BbIBpaHHOMY YpPOBHIO 6e3onacHOCTU. PekomeHayeTcsa mcnosb3oBaTb dnar

CERT_CHAIN_CACHE_END_CERT | CERT_CHAIN_REVOCATION_CHECK_CHAIN.

Llenouka ceptudmkatoB nposepsetca dyHkumein CertVerifyCertificateChainPolicy, onncaHHoM
TaM Xxe, ¢ aprymeHToM pszPolicy, paBHbiM OIDCERT_CHAIN_POLICY_SSL, v aprymeHTtom pPolicyPara,
3arnoJIHEHHbIM CregywmM obpasom:

ZeroMemory(&polHttps, sizeof(HTTPSPolicyCallbackData));
polHttps.cbStruct = sizeof(HTTPSPolicyCallbackData);
polHttps.dwAuthType = AUTHTYPE_SERVER;
polHttps.fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;
memset(&PolicyPara, 0, sizeof(PolicyPara));
PolicyPara.cbSize = sizeof(PolicyPara);
PolicyPara.pvExtraPolicyPara = &polHttps;

Heobxognmo, uTOobbI AN Kaxaoro ceptudukarta B Lernoyke
pCertContext->pCertInfo- >SubjectPublickeyInfo->Algoritm- >pszObjld
pszObjld 3akaHumBanacb Ha szOID_GR3410.

BoebiBaetcs  dyHkuma  QueryContextAttributes ¢ aprymenTom  ulAttribute, paBHbM
SECPKG_ATTR_CONNECTION_INFO, ans nony4YeHuss napaMeTpoB COEAMHEHUS M KX MPOBEPKU Ha
BbIMNOJIHEHNE YCJIOBUN:

ConnectionInfo.dwProtocol == SP_PROT_TLS1_CLIENT;
ConnectionlInfo.aiCipher == CALG _G28147, ConnectionInfo.aiHash == CALG_GR3411;
aiExch=CALG_DH_EX_EPHEM wnu CALG_DH_EX_SF;

LWndposaHme/pacwumndpoBaHue peanusyeTcs C MOMOLL b0 dYyHKLMIA
EncryptMessage()/DecryptMessage().

JomkHa 6bITb 06ecneveHa KoppekTHasa 06paboTka kKoa0B Bo3BpaTa G yHKkumni SSPI. Mpun aToM cneayeT
yuunTbiBaTb, YTO TpebyeTca pa3Hasa o6paboTka B 3aBUCMMOCTM OT TOrO, SABASIETCA KOA BO3BpaTa KOAOM
IL_.._.__“ yCrNewHoro BbINONHEHUSA (YHKUWKU, KOAOM He daTanbHoM owunbku, He Tpebywwen paspbiBa
coeamHeHns, wan koaoMm daTanbHon owunbku, Tpebyloweln paspbiBa coeauHeHus. Bce
HeobpabaTbiBaeMble KOAbl BO3BpaTa OWMOBOK AOMKHLI NPUBOAUTDL K pa3pbiBy COEANHEHMUS.

4.7. 3aBeplueHne ceccum

KoppeKTHoe 3aBeplueHne Ceccun OCyLLeCTBAAETCA Bbi30BOM (yHKL UK ApplyControlToken.

4.8. TpeboBaHuns 6e30MacHOCTU

1. MNpyMeHeHWe MoAyNns NOAAEPXKM CeTeBOMW ayTeHTudukKauumm p[onyckaeTcs TONbKO npu
WCMO/Ib30BaHNN OTKPbITbIX K/OYelr cepBepa M KAWEHTa, CepTUPUUUPOBAHHBLIX AOBEPEHHbIM LLEeHTPOM
cepTudukaumm.

2. MpunoxeHneM p[oO/MKHbI obecneunBaTbCS :
- npoBepka cepTudukatoB B coobueHuax Certificate n CertVerify;

—npoBepka 12 6ant B coobweHuax Finished knaveHTa U” cepBepa, SBAAOWMXCSA
VMUTOBCTaBKaMM K MHOpMaLMM BCero auasnora KJMeHT-cepBep B Npouecce yCTaHOBJIEHUNS CecCcuu;

— KOHTPO/Ib COOTBETCTBUSI MMEHU KiueHTa (cepsepa) IP-agpecy, nMo KOTOpOMY YCTaHOB/EHA
ceccus.
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5. CocTaB “ Ha3Ha4yeHMe KOMMOHEHT nporpaMMHoro obecneuveHmns CK3U

MporpammHoe obecneveHne CK3U «Kpuntollpo CSP» v 4.0 R4 npu YyHKLMOHMPOBAHMM MOA
ynpaesneHnem OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 cocTouT K3 cneaytowmx
KOMMOHEHT:

1. CepBUWCHble Moaynu;

2. Mogynn HaCTpOWKM BCTPOEHHOM MOACUCTEMblI MpPOrpaMMHOM cpeabl (OYHKLWOHMPOBAHUSA
komnnekca (CPK) OC Windows;

3. Mogynn conpsxenunss «Kpuntollpo CSP» v 4.0 R4 co BCTPOEHHON MOACUCTEMOW
nporpamMmHoin COK OC Windows u nHTepdenc kpuntorpadunyeckoro cepeuca;

4. CK3N «Kpuntollpo CSP» v 4.0 R4, peanusylouwee uenesble QPyHKUUM KpunTonpoBangepa B
dopme:

— 6MbnunoTek, 3arpyxaembix B aApecHOe NMpoCTPaHCTBO MPUIOXKEHNS;

— KpunTorpadnyeckoro cepBmca XpaHeHUs KIlo4Yel;

— KpunTorpadunyeckoro gparieepa;

— 6ubnunotek npotokona «Kpuntollpo TLS».

5.1. CepBucHble Moayn

CepBUCHbIE MOAYyNM obecneymBaloT KOHTPOJb LENoCTHOCTU aucTpmbyTtmBa «Kpuntollpo CSP»
v 4.0 R4, ero yCTaHOBKY M yJaneHMe W3 onepauumoHHOMW CUCTeMbl, a TakKXe KOHdurypaumo
napameTpoB CK3MN anga kaxaoro nosb3oBaTesid.

5.1.1. Moaynb KOHTPOAS LEenoCTHOCTM aucTpmbyTmnBa

Mogynb cpverify.exe, cM. [lpunoxeHve A, npeAHa3Ha4yeH AN KOHTPOAS LEeNOoCTHOCTU
avcTtpubyTmBa npum ycTaHoBke UM ucnonb3oBaHmm [0 CK3UW «Kpuntollpo CSP» v 4.0 R4 Ha
KOMMblOTEpPE MNofnb3oBaTens (NOCTaBAAETCS COBMECTHO C AUCTpUMOYyTMBOM).

5.1.2. AnctpmnbyTme

Ounctpnbytme CK3U «Kpuntollpo CSP» v 4.0 R4 nocTtasBnsercsa B Buae naketa <«Windows
Installer» (dann csp-win32-kcl-rus.msi unm nonobHoe HasBaHue. B Ha3BaHuM danna yCTaHOBLIMKA
npucyTcTByeT o603HayeHne nnatdopMbl, OS89 KOTOPOM OH MpegHasHaudeH, Knacc 3awutbl U S3blK
ycTaHoBku). Tpun 3anycke dann csp-win32-kcl-rus.msi pa3BopauymBaeT CTPYKTYpbl AOaHHbIX
ANCTpubyTmBa BO BPEMEHHDbIM KaTanor u nposoamT ycTtaHoBky MO CK3U «Kpuntollpo CSP» v 4.0 R4.

5.1.3. Moaynb KOHbUrypaumm

Moaynb cpconfig.cpl obecneumnsaeT BO3MOXHOCTb ynpasieHus nosb3oBaTesnieM
KoHpurypaumen MO CK3U «Kpuntollpo CSP» v 4.0 R4, a TakxXe COAEepXMUT BO3MOXHOCTU
perncTpaumm yctaHossieHHoro MO 1 nosy4vyeHus nonb3oBaTeneM AOMNOJHUTENbHOMW MHbOpMaLuu.

5.1.4. Moaynb Wipefile

Moaynb wipefile ncnonbsyetca ans yaaneHums dannos BMeCTe C COAEPXUMbIM NPU LWITATHbIX U
HewTaTHbX (CBOMMpOBaHME) cuUTyaumsx.

5.1.5. Moaynb KOHTPOAS LEeNoCTHOCTK B ApalBepe

18



XTAN.00087-03 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

Ona paboTbl ¢ N6bIM OTNAAYMKOM MOAY/b KOHTPONS LENOCTHOCTM B ApamBepe A0IKeH bbb
OTKJtoYeH. [lopaAoK OTK/KUYEHUA AaHHOro MoAynsa onuvcaH B AokyMeHTe «XKT4AW.00087-03 96 01.
Kpuntolpo CSP v 4.0 R4. PykoBOACTBO nporpammucTa.

5.2. Moaynn HacTpolikm noacuctembl nporpammHon COK OC Windows

Moaynu npeaHasHaueHbl ana obecnedveHns mcnonb3oBaHus MO CK3U «Kpuntollpo CSP» v 4.0
R4 B noacucteme nporpammHon COK OC Windows. Moaynn Takxe peanu3ylT Qopmatsbl
Kpuntorpadunyeckmx coobuieHnit, MUCnonb3yeMblX B 3alUMLLEHHOW 3/1eKTpoOHHOW no4Te (S/MIME),
Office 2007/2010, Authenticode un dyHkumsax CryptoAPI 2.0, d¢opmaTtbl cepTudumkaTtoB M UX
o6paboTky.

|..| MonHbIA NepeydeHb NoAAEpXKMBAEMbIX MPUNoXeHnn Microsoft npueeaeH B okymeHTe XTAN.00087-03
==~ 90 01. KpunTtolpo CSP. OnucaHne peanusaumu.

Moaynu HacTpomku KnaccudpuumpyrTcs Kak nogcmucteMa nporpamMMmHoir COK m OTBETCTBEHHbI
3a ucnosb3oBaHue kpuntonpoBangepa «Kpuntollpo CSP» v 4.0 R4 cO CTOPOHbI NMpUIoXeHnn. OHK
obecneuymBaloT BbI3OB CepBUCa KpunTorpaduyeckux @yHKUMNn, HO He obpabaTbiBalOT KAOUEBYIO WU
KpunTorpaduyeckn onacHyt MHdopMaumio (He MMEeKT AOCTyna K Kl4aM 1 T. M.).

5.2.1. Moaynb pacwupeHus n HacTpolikm CryptoAPI 2.0

Moaynb cpext.dll saBnsetca 3apermcTpMpoBaHHOM B cucTtemMHoM peecTtpe Windows
AnHamuyeckon 6ubnunotekon (DLL) pacwupeHns CryptoAPI 2.0 n obecneumBaeT:

— YCTaAHOBKY COOTBETCTBMUS Mexay maeHTudunkatopamm obvektos (OID) B kpunTorpadumyeckmnx
coobweHnax n ceptudunkaTax OTKpbTbiX KA4ven n dpyHkumamm CK3U «Kpuntollpo CSP» v 4.0 R4;

— ¢bopMmupoBaHme wn pasbop Kpuntorpaduuyeckmx coobuieHnn u cepTUPUKaToOB OTKPbITbIX
Kto4en.

5.2.2. Moaynun vHMumnanmsaumm HaACTPOMKW BCTPOEHHOM noacucTembl nporpammHon COK OC
Windows

Moaynb uHuumanmsaumm ana  OC  Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10
peanusoBaH B Buae pApareepa CProCtrl.sys. [lpainBep o6ecneumMBaeT 3arpysky onpeaeneHHbIX
AnHammyeckux 6ubnuotek (DLL) B agpecHoe npoCTpaHCTBO Mnpoueccos, ucnonb3ywlwmx CK3U
«Kpuntollpo CSP» v 4.0 R4.

JononHuTenbHO 3TOT MOAY/lb OCYLLECTBASAET KOHTPOJb LENOCTHOCTU YycTaHoBneHHoro [10
«Kpuntolpo CSP» v 4.0 R4 n noacuctembl nporpammHoini COK (nepuoamyecknin 1 npu 3arpyske OC).

5.2.3. Moaynb HacTponkun ana cuctemHoro DLL crypt32.dll

Moaynb cpcrypt.dll 3arpy>xaeTcs B BMpTyalbHOE agpecHOe MPOCTPaHCTBO KaxAoro npouecca,
K KoTopoMy noarpyxaetca crypt32.dll, ana ycTaHoBneHus nepexBaTtoB (YHKUWIA, MCNOMb3YOLWNX
nposangep «Kpuntolpo CSP» v 4.0 R4.

HacTporika 3akntouyaetca B pgobasBneHun nporpammHori COK BO3MOXHOCTM 06paboTku
naeHTUOMKaATOPOB anropmTMoB, peanmsyembix KpuntonpoBangepoM «Kpuntollpo CSP» v 4.0 R4.

5.2.4. Mogynb HacTpoiku ans cuctemHoro DLL inetcomm.dll

Moaynb cpintco.dll 3arpyxaetca B BUpTyanbHOE agpeCcHOe NpoCTPaHCTBO KaXAoro npolecca,
ncnonb3ytouero inetcomm.dll, ansg yctaHoBAeHUs nepexsaToB QyHKLUWA.
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HacTpoiika 3aknio4aetcsas B noaaepXke AOMOSHUTENbHbIX MAEHTU(PMKATOPOB asropuTtMOB U
BO3MOXHocTen S/MIME, peanusyembix kpuntonpoBangepoMm <«Kpuntollpo CSP» v 4.0 R4, npwm
ncnonb3oBaHun B MO Microsoft Outlook n Microsoft Outlook Express.

5.2.5. Moaynb HacTponku ana cuctemHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxaetca B BuWpTyasibHOe afpecHoe NpPOCTPaHCTBO npoLlecca
yCTaHOBKMU UeHTpa cepTudmkaumm (CA) OC Windows.

Moaynb no3BOsIieET HACTPOUTb LEHTp cepTuduMKaumMm nNpuv ero ycTaHOBKe Tak, 4Tobbl
nogaepxueanucb anroputmel «Kpuntollpo CSP» v 4.0 R4.

5.2.6. Moaynb HacTpoikun ana cuctemHoro DLL wininet.dll

Moaynb cpwinet.dll 3arpyxaeTcs B BMpTyasibHOE aApecHOe NpPOCTpPaHCTBO npouecca Internet
Explorer/Microsoft Edge, ecnu B Hero otobpaxaetcs wininet.dll.

Moaynb no3BonseT npaBwibHO oTobpaxaTtb anroputmbl Kpuntollpo TLS B Internet
Explorer/Microsoft Edge.

5.2.7. Mogynb HacTponku ans cuctemHoro DLL advapi32.dll

Mogaynb cpadvai.dll 3arpy>aeTcs B BUpTyanbHOE ajpecHoe NPOCTPaHCTBO KaXAoro npouecca,
ncnonb3ytowero advapi32.dll, ana yctaHoBneHUa nepexsaToB QyHKLUMA.

HacTpolika 3aknoudaercs B gobaBneHnMnm BO3MOXHOCTM 06paboTku  wmaeHTUduUKaTopos
anropuTMoB, peanusyemblx Kpuntonposangepom «Kpuntolpo CSP» v 4.0 R4.

5.2.8. Moaynb HacTpoinku ana cuctemHoro DLL kerberos.dll

Moaynb cpkrb.dll 3arpyxaeTca B BupTyasbHOe agpecHoe MNpoCTPaHCTBO MNpoLEecCoB,
ncnonb3ywmnx moayno kerberos.dll, n obecneumBaeT sMynsaUMIO NOAAEPXKWM KPUATONpPOBanaepom
cTaHpapta Triple DES.

5.2.9. Moaynb HacTpouku TLS

Moaynb cpschan.dll 3arpyxaeTcs B BUpTyanbHOE agpecHOe MpoCcTpaHCTBO npouecca Internet
Explorer/Microsoft Edge, ecnn oH ucnonb3ayet TLS.

Moaynb Mo3BONSAT MUCMOAb30BaTb anroputMbl «Kpuntollpo TLS» B Internet Explorer/Microsoft
Edge.

5.2.10. Moaynun HacTpoinku MS Office

Moaynb cpMSO.dll 3arpy>kaeTcs B BUpPTyasibHOE agpecHoe NpoCcTpaHCTBO npoueccos MS Word
n MS Excell 1 no3sonser noanucbiBaTb AOKYMEHTbI C MOMOLWbO anropntmoB «Kpuntolpo CSP» v 4.0
R4.

Moaynb cpExSec.dll 3arpyxaeTcsa B BUpTyaslbHOE ajpecHoe MNpOoCTpaHCTBO npouecca MS
Outlook, n HacTpauBaeT ero ans npasuibHoM paboTbl ¢ «Kpuntollpo CSP» v 4.0 R4.

5.2.11. Moaynb HacTpoikmn XML

20



XTAN.00087-03 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

Moaynb cpXML.dIl 3arpyxaeTcs B BUpPTyanbHOE agpecHoe MpoCTpPaHCTBO MpoOLECCOB,
ncnonbsyowmx XML, n nossonsdetr npuMeHaTb anroputMbl «Kpuntollpo CSP» v 4.0 R4 gna noanucum
XML.

5.2.12. Moaynb HaCTPOMKM KOHTpoOSINepa AOMeHa

Moaynb cpkdc.dll 3arpyxaeTcs B BUpTyasbHOEe aApeCHOe NPOCTPAHCTBO NPoOLLEeCCOB [ OMEHHOWM
ayTeHTUdUKauMM Ha KOHTpossiepe JAoMeHa M obecneymBaeT BO3MOXHOCTb WCMONbL30BaHUA AN
NnpoBEpPKN noanmucu anropmtmoB, peanunsyemblx «Kpuntollpo CSP» v 4.0 R4.

5.3. KpuntonpoBargep «Kpuntolpo CSP» v 4.0 R4

5.3.1. UHTepdeiicHas 6ubnmoTeka KpunTonposanaepa

NHTepdencHas 6ubnuorteka cpcsp.dll peanusyeTt CTaHAAPTHbIN nHTEepdeic
KpuntonpoBaiaepa, COOTBETCTBYHOLWMA cneyndukaumm Microsoft Cryptographic Service Provider, u
obecneuymBaeT AaHHbIN MHTepdenc Ans O6bIMHbIX MPUIOXKEHUA Yepe3 KpunTorpaduyeckuin cepesuc no
RPC, wnn ans npuBUNErMpPOBaHHbIX MPWIOXKEHUA (MMelWwmMx npaBo AOCTyna K YCTPOWCTBaM
HOCUTEeNeln KAIYEeBOro KOHTENHepa) - HENOCPEeACTBEHHO.

5.3.2. UHTepdeiricHasa 6ubnmoteka kKpuntorpadumyeckoro cepsuca

UHTepdencHas 6ubnunoteka cpcspr.dll obecneuynmBaeT BO3MOXHOCTb oObpaweHnss 06blHHbIX
MPUIOXEHNN K cepBucy Kpuntorpadunueckmx pyHkUmMn no npotokony RPC.

5.4. CK3UN «Kpuntollpo CSP» v 4.0 R4

CobcTtBeHHO, CK3UM «Kpuntollpo CSP» v 4.0 R4 peanusyeT ueneBble @YHKLUUN
KpunTorpadmMyeckon 3awuTbl MHPOpMaummM, paboTy C KAK4YaMK, AOCTYMN K KJKYEBbIM HOCUTENAM,
aocTyn k dmsmdeckomy ACH, a Tak xe peanmsyet bnoCH.

5.4.1. Peanunzauuns CK3UN B popmMe cepBuCa XpaHEHUS KIHOUEN

Moaynb cpcspi.dll peanusyeT uenesble GYHKUMM KpunTorpaduyeckon 3awuTbl MHOpMaL U
npu obpaweHmn no RPC ¢ foKanbHOro KOMMbOTEPA ANs  UHTepdencHon 6mubnmnortekmu
KpunTorpacnyeckoro cepsuca.

Moaynb obecneunBaert:
— XpaHeHne 1 paboTy C KOHTEKCTOM YpPOBHSI 6UbInoTeKku;
— XpaHeHne kKpuntorpaduyeckmx oH6bEKTOB:
= KntoyeBbiX nap (MOCTOSHHBIX M BPEMEHHbIX);
= OTKPbITbIX K/to4yelh (BpeMeHHbIX);
= Kntouen ceccuit (BpeMeHHbIX CUMMETPUUHbBIX);
» O6beKkTOB DYHKLNM X3LWMPOBAHUS.
— BbINOSIHEHWE KpunTorpadunyecknx npeobpasoBaHuii.

5.4.2. Peanusauus kpunrtornpoBangepa B dopMe noarpyxaembix 6ubnmotek

UHTepdennc cpcspi.dll  peanusyer ueneBble MYHKUUM  KpUNTOrpaduyeckom  3alluThl
mHdbopMauum ana WHTepdencHon 6ubnmotekn kpuntonposangepa (cMm. 5.3.1) B BapuaHTe
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dyHkumoHmpoBaHua MO «Kpuntollpo CSP» v 4.0 R4 6e3 wucnonb3oBaHus WHTepdelica
Kpuntorpaduyeckoro cepsuca (cm. 5.3.2).

5.4.3. Peanusauus kpuntonpoBargepa B ¢popme gparieepa sapa OC

NHTepdenc cpdrvlib.sys peanusayer NoAMHOXECTBO LeNneBbiX (PYHKLUA Kpuntorpaduueckom
3awunTtbl  mHdbopmaumm  ana  UHTepdelicHon  6ubnmoTtekM  KpunTomnpoBanaepa B BapuaHTe
dyHKumnoHmpoBanusa MO «Kpuntollpo CSP» v 4.0 R4 B aape OC Windows. [paliBep noaaep>xxusaet
BbINOSIHEHNE (PYHKUWNA WNHPOBaHNSA, MMUTO3ALMUTDI, X3LWMPOBAHUSA, NPOBEPKU NOAMUCKU U BbIpaboTKy
KJIlOYEN cornacoBaHMa Ha 3deMepHbX Kiw4yax. /[lpaneBep He noadepxusaeTr paboTy c
Nosb30BaTENbCKUMU KlOHaMM.

5.4.4. NHTepdenc goctyna Kk ¢pusmyeckomy n brnoCH

Bubnunoteka cprndm.dll obecneuymBaeTr  yHUPUUMPOBAHHBLIM  MHTepdenc  JocTtyna K
dusnueckomy ACH nnm BuoCH.

5.4.5. UHTepdelicHbie moaynun OCH

ObecneunBatoT peanusaumo gocTtyna K cnegyowmm tunam ACH:

— bio.dll BrnolCH

— sable.dll OCH snekTpoHHOro 3amka «Cobonb»
—accord.dll OCH AMI3 «Akkopa»

—apmdz.dll OCY AMA3 «KPUMTOH-3AMOK>»

— maxim.dll OCH AnNMA3 «MAKCUM-M1»

5.4.6. MaHenb ynpasneHna pecypcamm CK3N «Kpuntollpo CSP» v 4.0 R4

YnpasneHne pecypcamm CK3UN «Kpuntollpo CSP» v 4.0 R4 ocywecTBnsercs KOMaHAHbIM
dannom cpconfig.cpl uepe3s naHenb ynpaseneHus <«CeoicTBa: Kpuntollpo CSP». K OCHOBHbIM
cpeacTBaM ynpasneHusa pecypcamm CK3UM oTHOCATCS cpeacTBa yrnpaBneHus:

— INLLEH3UNAMN;

- ACY;

— 6ubnnoTekaMmn CUUTbIBAHUS KAKOYEBOM MHGOpPMaLUN;

— 3aKpbITbIMM KJIHOYAMU M CePTUPUKATaMU OTKPbITbIX KIHOUYENR;
— napameTtpamn CK3U.

5.5. Moaynb ayteHTudukaumm B gomeHe Windows

Moaynb winlogonmgmt.dll obecneumBaeT ayTeHTuduKkaumio Ha 6asze 3/1€KTPOHHOW MOAMUCKU C
ncnono3osaHneM anroputmMos NOCT 34.10-2001, NOCT 34.11-94.

Moaynb ayTeHTuduMKkauum obecneumBaeT pasrpaHuUyeHMe pocTtyna K ceTtu aomeHa Windows
nmbo Kk nokanbHoi MawuHe Windows Ha ocHoBe npoBepku 3OI1, BbipaboTaHHON C WCMNONb30BaHUEM
KJltoda AO0CTyna, pacrofioXKeHHOr0 Ha KJ/oYeBOM HOCUTEsNe MoJib30BaTesis B K/AKYEBOM KOHTelHepe
CK3M XTAN.00087-03. CepTudmkaT OTKPLITOro Kjk4va NpoBEepKM NOAMUCU 3aHOCUTCS B CMCTEME Mpw
peructpauumn nosbloBaTtensa gomeHa Windows.
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5.6. Moaynb nogaepxku ceteBon ayTeHTudunkaumm Kpmuntollpo TLS

Moaoynb noadepXKu CeTeBON ayTeHTudukKaumm peanmsyeTcs B ¢dopMe noarpyxxaemom
6nbnnotekn n  peanusyetr  MNOAMHOXECTBO  WHTepdenca Microsoft  SSPI(SSP/AP) (cM.
cooTBeTCcTBYOWMA pasgen MSDN). Moaynb obecneymBaeT ayTeHTUYHOE 3alluleHHOe COoefuHeHue
Mexay nonb3oBaTtenem u cepsepoM. cpssl.dll, cpsspap.dll - npu ycTtaHoBke Moayns ayTeHTudmKaumm,
noaaepxxueatwuwiero ayteHtudumkaumio B gomeHe, cpsspcore.dll, ssp.dll - 6e3 BO3MOXHOCTU AOMEHHOMN
ayTeHTudukaymu.

5.7. Noacuctema nporpammHoint COK «Kpuntollpo CSP» v 4.0 R4

5.7.1. UHTepdenc aoctyna K K/t04YEBbIM HOCUTENSAM

Bubnunoteka cprdr.dll obecneumBaetr YHUPUUUPOBAHHBIN WHTEPdENC [OCTynNa K KIK4YEBbIM
HOCUTENISIM BHE 3aBUCMMOCTM OT MX Tuna.

5.7.2. HTepdenCHble MoAYN YCTPONCTB XpPaHEHUS KJKOUEBOM MHGOPMaLMK

Moaynu obecneuymBatoT peanmsaumio A0CTyMna K KOHKPETHbIM TUMaM K/UYEBLIX HOCUTENEN U
CUYUTbIBATENEN:

fat12.dll K guckosoay u amckete 3.5"

reg.dll K CUCTEMHOMY peecTpy M K/to4aM B HUX

sable.dll K 3N1eKTPOHHOMY 3aMKy "Cobonb"

dallas.dll K cuuTbiBaTento Touch-memory Dallas

ric.dll K cmapTkapte PUK n Ockap

emv.dll K cmapTkapTe MPCOS EMV/3DES

hs.dll K 3JIEKTPOHHOMY KJitouy eToken

pcsc.dll K CUuUTbIBaTENAM cMapTKapT un eToken, nogaepxusawwmMm mHtepdenc PC/SC
ds199x.dll K Tabnetkam DS1996, DS1995.

5.7.3. bubnmoteka noaaepXKu AOCTyra K KJOYEBbIM HOCUTENSAM

Bubnunoteka cpsuprt.dll obecneumBaeT peanmsaumio o6WKMX (PYHKUMA JOCTyNa K PasiMyHbIM
YCTPOWNCTBAM XpaHEHUS KKOYEBbIX HOCUTENEN.

5.7.4. Moaynb ASN1

MoadepxuBaetr ¢GyHKUMM nNpeobpa3oBaHUsl CTPYKTYp [AaHHbIX B  MALUMHHO - HE3aBUCKMMOE
npeacTaBeHue.

5.7.5. Ucnonb3oBaHue knouyen peectpa Windows

YcTaHoBKa nporpamMMHoro obecneyeHus AO/HKHA MPOU3BOAMTLCS MOJIb30BATE/IEM C MpaBaMu
aaMUHUCTpaTopa. Mpy 3TOM NporpaMMa yCTaHOBKM TpebyeT AOCTYN K CAeAYIOWNM K/lloYaM peecTpa:

— HKEY_LOCAL_MACHINE - nosnHbm gocTyn;
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— HKEY_CLASSES_ROOT - nonHbin gocTtyn.

Mpn wncnonb3zosaHun CK3U «Kpuntollpo CSP» v 4.0 R4 n co3gaHMn Kyen nonb3oBaTenem
6e3 wucnonb3oBaHua ¢dnara CRYPT_LOCALMACHINE Tpebyetcsa [ocTyn K cCfeoylwuM Kial4vam
peecTpa:

— HKEY_LOCAL_MACHINE - uTeHue, nepeyducneHue;
— HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS - co3gaHve noaK4ven,
yTeHue, nepedncneHme;

— HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS\SID - nonHbi pgoctyn; SID
- SID nonb3oBaTens.

Mpwn NMCNONb30BaHMN CK31 7 co3aaHuun Ko4en C ncnonb3oBaHmeMm  nara
CRYPT_LOCALMACHINE pononHuTeNbHO TpebyeTcst AOCTYMN K CAeaylouwmM Kayam peecTpa:

— HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbm gocTyn.
Ona nameHeHua koHdwurypaummn CK3UN «Kpuntollpo CSP» v 4.0 R4 ¢ MCNONb30BaHMEM MaHenu

ynpasneHuns (Control Panel), kpome Toro, TpebyeTcsa nNOMAHbLIM AOCTYN K KAKOYY peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

1.Mo ymonuaHuio «Kpuntollpo CSP» v 4.0 R4 MoxeT ucrnonb3oBaTb A0 65536 onucaTtenen
KpunTorpaduyecknx o6bekToB. [Na yBENMYEHUS 3TOTO 3HAYEHUS Heo6xoAnuMO A06aBUTbL B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters)

IE!_“ napameTp DWORD, paBHbIn TpebyeMOMy uncny onucaTtenen, Ho He 6onee 1048576.

2. JonyckaeTcs XxpaHeHne 3aKpbITbIX Kto4ven B peectpe OC npu ycnoBun pacnpocrpaHeHus Ha HDD

mnn N3BM c HDD Tpe6oBaHun no obpalleHnto C KNKYEBbIMM HOCUTENSIMU, B TOM YMCe U nocne
yAaneHus knwodein n3 peecrpa (n.6.7 XTAW.00087-01 91 01. PykoBOACTBO agMUHMUCTpaTopa

6e3onacHocTn obwas 4yacrb).
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6. Kpuntorpadunuecknim nHreppenc CryptoAPI 2.0

CK3MN moxeT 6bMb MCMOAB30BAHO MpUKNAAHbIM MporpaMMHbiM obecneveHvem (kKak u nwbon
Apyron kpunrtonpoBanagep, noctaBnsgembim ¢ OC Windows) uepe3 wuHTepderic CryptoAPI 2.0
(onncanue - B gokyMmeHTaumm MSDN - Microsoft Developer Network). B aTtom cnyuyae cnocob Bbibopa
KpunTtorpadmMyeckoro aaropuytMa B MpUKIAAHOM MpPOrpaMMHOM obecneyeHun MOXeT onpenensaTbCcs
vHdopMaumnen, cogepxawencsa B ceptTudumkaTax oTKpbTbIX Katoden X.509.

Kpuntorpaduueckmn nHtepderic CryptoAPI 2.0 no3sonser:

1. ObecneunTb nNpPUKIAAHOMY YPOBHIO AOCTYyn K Kpuntorpadumyeckmm yHKUMSM 4N
reHepauum Kno4en, dhopMupoBaHMsa/NpoBEpPKHU 3NEKTPOHHOM undposomn noanucu,
wnbpoBaHus/paclwun@poBaHma AaHHbIX B YCNOBMSIX M30JMPOBAHWUS MNPUKIaAHONO YPOBHS OT YPOBHS
peanusauunn kpuntorpapuyeckmnx GyHKUnMn. MNMpunoXeHUsaM M NpukIaaHbiM NPOrpaMMUCTaM HE HYXHO
JeTanbHO BHMKaTb B 0COBEHHOCTWM peanus3auum TOro WAM MHOro anroputMa WIn U3MEHSTb B
3aBMCMMOCTU OT anropuTMa npuknagHbie MporpaMmmbl.

2. Obecneuntb OAHOBPEMEHHOE WCMOJSIb30OBAHME Ppas3HbiX aJrOpuUTMOB W  Pas/INYHbIX KX
peanmsauni Kak NporpaMMHblX, TakK W anmnapaTHbIX.

Ob6uwas apxutekTypa Kpuntorpaduyeckmnx GyHKLUIM NokasaHa Ha PucyHke 6.1.

CAPICOM COM NpunoxeHun
Certificate Services HT ATOHISALIMK Outiook Oullook Express | Authenticode | Internet Explorer

Cerfificate Enrolment Contraol |

Brnart Card Enrollrment Contr ol |

Wutepdreic CryptoAP1 2.0

" He | i Ges
QYHEL M CNPEE OUHKIKE CEpTHOWMKATOR BrICoKDypOBHEREIE CHYHKLW FMNTOMa WU Bcia SZ;:I:ﬂ#;: “u::l;‘i:ui;e‘:mt?:::::
Cerfficate Store Functions cooBueHwd Simplified Message Functions ¥ Supp

CryproPro SChannel

HuztoypoBHEER 2 diyHELIMM KPMITTOr pa SHUSCHME
coobueHmd Low Lewel Wessage Functions

Microsoft Unified Security
Protocal Prowider

.

(Y HELAM K0, IMD OB SH MALLEKO QP OBAHKMA
CEPTMMKATOR Bazoeeie ipunTorpadiueckle dvHLK
CryptEncode/CryptDecade (ASN.1) Base Cryptography Functions

Wutepchesic mpunmorpadmyecrix chy urumi Cryptographic Service Providers

Microsoft Base Cryplographic Provider 1.0 Grypto-Pro Cryptographic Service Provider
Gernplus GernSAFE Card CSP w10 Microsoft Strong Cryptographic Provider
Microsoft Base DEE Cryptographic Prowider Mlicrosoft Enhanced 0SS and Diffie- Hellman Cryptographic Provider

Microsoft Base DSE and Diffie-Hellman Cryptographic Provider MWicrosoft Enhanced Cryptographic Provider 1.0

PucyHok 6.1 - ApxutekTypa kpuntorpadudeckmnx dyHkumm B OC Windows

Obwas apxutektypa CryptoAPI 2.0 npeactaBneHa NSATbIO OCHOBHbLIMW  (YHKLMWMOHAaNbHBIMU
rpynnamm:

1. BbasoBble kpuntorpadunyeckme QyHKUUN:

— dYyHKUMN  nHMUManm3aumm  (paboTbl C  KOHTEKCTOM). 3OTn  (QYHKUMM NpeaocTaBnstoT
NPUWIOXKEHUIO BO3MOXHOCTb BbIbpaTb oOnpeAeneHHbIi KpunTonpoBanaep Mo TUMY WMEHUM Wan no
TpebyeMmon OyHKLMOHANBHOCTH;
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— YHKUMN reHepauunm kawyen. 3ITU  DYHKUUM nNpegHasHadeHbl anss (GopMMpoBaHUA W
XpaHeHus Kpuntorpadmyeckux Kauen passidHbiX TUMOB;

— yHKUMN obMeHa KAuYamMu. DT (QYHKUWUM npeaHasHadveHbl AN Toro, 4Tobbl NpUNOXeHUs
MornMm  O6bMeHMBaTbCA  pas3/IMYHbIMKM  TUNAMKW  KAIKO4YeBOW  MHGopMaumm  ansa  obecnedeHus
B3aMMOAEeNCTBUA Mexay coboii;

2. OYHKUMN KOAMPOBAHMS/AEKOANPOBAHUS.

[JaHHble QyHKUMM npegHasHadeHbl Ana npeobpasoBaHua (KOAMPOBAHWUSA) U3 BHYTPEHHero
npeacTtasneHnsa ob6vekToB, ucnonb3dyembix B CryptoAPI, Bo BHelwHee npeacTaBneHve u obpaTHo. B
KayecTBe BHelHero npeacTaBneHns ob6bekToB wucnonb3dyercsa dopmat ASN.1 (Abstract Syntax
Notation One), onpeaeneHHbit cepuent pekomeHgauuii X.680. K aTol xe rpynne @yHKLUA OTHOCUTCS
Habop @dYHKUMIA, MO3BOASAKOWMX pacwmpuTb (@yHKUMOHanbHOCTL CryptoAPI nyTtem peanusauum u
permcTpaumm cobCTBEHHbIX TUMOB 06BLEKTOB;

3. ®yHKUMM paboTbl CO CNpaBOYHMKAMU CepTUDUKATOB.

OTa rpynna &YHKUWIM nNpeaHa3sHayeHa AN9 XpaHeHnsa u  o0bpaboTkm cepTudumkaToB B
pas3fIMYHbIX TUMaxX CNpaBOYHMKOB. [pnyeM B KayecTBE CMNpaBOYHMKA MOMyT MCMNOJSIb30BaTbCS CaMble
pasfinyHble TUMblI XpaHWAULL: OT NpocToro garna 4o LDAP;

4. BbicOKOYpOBHeEBble (YHKLUM 06paboTKkn KpUNTorpadn4eckmnx CoobLLEHWI.

OT1a rpynna ¢yHkumn (Simplified Message Functions) B nepByto o4dyepeab npefHa3HayeHa Ans
ncnonb3oBaHusa B npuknagHoMm MO. C noMowbio 3 TUX PYHKUWIA MOXHO

- 3awundpoBaTb/pacwmndpoBatb Co0bLWEHNE OT OAHOIo MOsb30BaTENsS K APYromy;

- MoanuncaTtb AaHHbIE;

— MpoBepuTb NOANUCH AAHHbIX.

OTn dyHKUMM (TakxXe, KakKk M GYHKUMM HU3KOrO YPOBHA) OMNEPUPYIOT cepTudukaTamm
OTKpbITbIX kaoder X.509 gna agpecauuw oTnpaBuTens/nonydatens AaHHbiX. B kavecTtBe dopmaTa
OaHHbIX, dopMupyembix GYHKUMAMKU, ucnonbsyetcsa dopmat PKCS#7 (RFC 2315) wam CMS (RFC
2630).

5. HuskoypoBHeBble GYHKLUN 06paboTkn KpunTorpaduyeckmnx coobuieHumi.

[OanHas rpynna ¢yHkumn (Low Level Message Functions) npeagHasHauyeHa Ans aHasnOrM4YHbIX
uesien, 4to W rpynna BbICOKOYpPOBHEBbIX (YHKUWM, HO obnagaeTr 6onbwel PyHKLMOHANBHOCTBIO U
TpebyeT OT npukaagHoro nporpammmcTa 6oniee pAeTasbHbIX 3HaHWK B 06nacTM  MpuKAaaHoOM
kpuntorpadun.
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7. BcTtpaunBaHune CK3U B npuknagHoe MO

Mpn BcTpamBaHum CK3W «Kpuntollpo CSP» v 4.0 R4 B npuknagHoe rporpamMmHoe
obecneyveHne p[OMKHbI BbINOMHATECA TpeboBaHusa pasgena 17 gokymeHta <«XTHAM.00087-03 91 01.
Kpuntolpo CSP. PykoBoacTBO apgMuHucTpaTtopa 6e3onacHocTtn. O6was 4acTb» W AOKYMEHTa
«XKTAN.00087-03 96 01. KpunTtollpo CSP. PykoBoACTBO NMporpaMMmmcTa».
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8. OcobeHHOCTH pa6OTbI peXnMa yCUNIEHHOIo KOHTPOJ14 UCMNOJZIb30BaAHUA KJto4uen

PeXxum yCWIeHHOro KOHTpOJsS WUCMOofb30BaHUA Kyen obecneymBaeT oOcCyuwlecTBAeHue
KOHTPOSIS CpoOKa AENCTBUSA AOJTOBPEMEHHbIX KKYer 3/71eKTPOHHOM MoAMMCU U K4YeBOro obmeHa,
KOHTPONS [AOBEPEHHOCTU KJIIOYEN MNPOBEPKU 3ISNEKTPOHHOM MNOAMMCUM W  KOHTPOJS KOPPEKTHOro
MCMO/Ib30BaHMS MNPOrpaMMHOro gaTuyukKa CJly4varHbiX 4ucen. [aHHbid peXxuMm [O/MKeH 6biTb BK/IOYEH
npy wuHcTannauum CK3W, nmbo 4yepe3 KOHTposibHYk naHenb Kpuntolpo CSP  (Bknagka
«besonacHocTb»). Pabota CK3M npu OTKJKYEHHOM pexXuMme JAOMyCKaeTCs WCK/YUTENbHO B

TEeCTOBbIX Lendx.
& Kpunrollpo CSF vy

Obwme l_ Obopyaosatue ] CepBic I [LlononHUTEeNsHO
Anroputmer | Besonaciocts | Winlogon |  Hactpoiku TLS

HasHa4yeHHbie no ymonyaHuio CSP ans yKasaHHbIX TUNoB
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:

[Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v ]
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
| Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider v |
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchanage:
| Crypto-Pro GOST R 34, 10-2012 Strong Cryptographic Service Pro v |

Pexxim paboTel CSP

["] coxpanaTe uHdopMaLuio 06 MCNoNb30BaHHBIX ChEMHBIX HOCUTENAX
[V] YounerHbil KoHTPonb MCNonb30BaHUA KAKo|e
Boibepute CSP ans HaCTPOMKM:

[Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

@ XpaHWTb K04 B NaMATH NPUNOXKEHMIA
Ncnonb308aTh cnyxOy XpaHeHNs KnoYell  YcTaHoBUTL

[ BkntoumTe K3wmposakme Pazmep Kkawa: | 8

OK ] [ OTMeHa ] [ MpuMeHUTL

PucyHok 8.1. - Bk/loyeHMe pexunMma YCUNEHHOr0 KOHTPOAS WUCMOJSIb30BaHUS Kiitodel B KOHTPOJIbHOM
naHenn Kpuntollpo CSP.

MpoBepUTb, BKJIIOYEH JIM PEXMM YCWUNEHHOIO KOHTPONS WCMOJSIb30BAHUA KJIHOYEW, MOXHO B
KOHTponbHOM naHenn Kpuntollpo CSP (Bknagka «be3onacHOCTb»), AM60 MpPOCMOTpPEB 3HAYeHMEe
kntoda StrengthenedKeyUsageControl B BeTke peecTpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\StrengthenedkeyUsageControl (gns 64-pa3psgHol onepauuoHHOK CUCTEMbI),

HKEY _LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Str
engthenedKeyUsageControl (ana 32-pa3psgHoii onepauMoHHON CUCTEMbI).

B cnyuyae, ecnn BK/OYEHWE pexuMa YCWUNEHHOTO KOHTPONS WCMOSb30BaHUSA  KJltouen
npou3BOAMIOCL He Ha 3Tane uHcTannsuum CK3W (4epe3 KOHTPO/SIbHYK MaHenb WX peaakTop
peectpa OC Windows) unm B xoae uHcTannaumm CK3U He ypanocb MOAyYuTb Cly4valiHble AaHHble C
AaTuymnKa cnydamHbix yncen (B 3TOM C/lydyae MHCTaANNATop oTobpaxkaeT okHO 06 owunbke, CM. pUCYHOK
8.2), Heo6x0ANMMO BbLINOSIHUTL KOMaHAYy:

csptest.exe -keyset -verifycontext -hard rng
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B cnyuyae, ecnm pexuM YCWUIEHHOrO KOHTPOJS MCMOJIb30BaHUS KAOUYEN BKOYANCS He Mnpu
MHcTannsaunn CK3U, nocne BKJOUYEHUS pexnMa HeobXoAMMO MPOM3BECTU Mepesarpy3Ky KommbloTepa.

=N

_L%J Ycranoska "Kpuntollpo CSP 4.0.8702" E = || &2
YcranoBka "Kpuntollpo CSP 4.0.9702"
YCTaHaBNMBaIOTCR BbIBPaHHLIE KOMMOHEHTLI MPOrpaMMbl,
AoxanTech oKoHYaHMA ycTaHoBku "KpunTolpo CSP", 3To MOXET 3aHATL
HECKOMBbKO MAHYT.
L=
Mpwn HCTaNNAUKUK HE YAAN0CE NONYHYNUTE AZHHbBIE C A3THWKA CNYy4alHbIX
! % uucen. MNMepea ncnonssosannem Kpuntollpo CSP HeoBxoaumo
yctanoeuTe JCH 1 noayunTe MHULNAANSUPYIOLLWE JaHHbIE C
NOMOLLIBbIO BbI30Ba "csptest.exe -keyset -verifycontext -hard_rng”
Lok |
Hasaa Aanee | OTmMeHa |

PucyHok 8.2. — Owmnbka nosydeHus AaHHbIX C AaTyuKa CAyYamHbIX YUCesn Npu UHCTanAauum
CK3M

B kpuntonposangepe <«Kpuntollpo CSP» v 4.0 R4 pna kmoden FOCT P 34.10-2001/2012
peann3oBaH AOMNOJIHUTESbHbIA KOHTPOJb AOBEPEHHOCTU cepTudmKaTa K/to4a MPOBEPKU 3NEKTPOHHOM
noAnNuCK, ANS 4Yero coBepllaeTCcs MOCTPOeHMe uenoyek cepTudurkaToB A0 AOBEPEHHbIX KJIHYEBbIX
cepTUdUKATOB, HaxXoASWMXCA B XpaHunuuie nokanbHoro komnbtoTepa CryptoProTrustedStore
(«doBepeHHble KOpHeBble cepTudukaTbl Kpuntollpo CSP», «CryptoPro CSP Trusted Roots»). [laHHoe
XpaHuve cepTudmMKaToB aBTOMaTUYeCKN CO34aETCH npu nHcTannaumm «Kpuntollpo CSP» v 4.0 R4.
MNMocne ycnewHOro 3aBeplleHus MHCTasaumMm Heob6xoamMo B o6si3aTesIbHOM NOpsAifKe NpouM3BeCcTU
YCTaHOBKY [OBEpPEHHbIX KOpPHeBbIX cepTudukatos B xpaHunuwe CryptoProTrustedStore ¢ noMouwbio
ocHacTku CeptudukaTtbl MO0 e C NOMOoLWbIO YTUIUTLI certmgr:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer

BHumaHue! Pab6otra CK3UN 6e3 yCTaHOBKM A[OBEPEHHbIX KOPHEBbIX cCepTuduKkaTtoB B
xpaHwimwe CryptoProTrustedStore ponyckaercs MCKNHOYUTENIbHO B TECTOBbIX Hensax!

Mocne npoBeAeHUs YCTAHOBKW [OBEPEHHbIX KOPHEBbIX CepTUPMKATOB B XpaHunuuwe
CryptoProTrustedStore cnegyet nepesarpy3uTb KOMMbOTEp.

CeptudukaTbl oTKpbrbix kaodern TOCT P 34.10-2001/2012, Ansg KOTOPbIX Henb3s MNOCTPOMUTb
Leno4yky K KOpHeBbiM cepTudwmkatam B  xpaHunuwe  CryptoProTrustedStore, saBnswTCS
HeaoBepeHHbIMU. NS uX yaaneHust MOXHO BOCMOMb30BaTbCA yTunutamm certmgr nmbo cryptcp:

certmgr.exe -delete -cert -store uMy -dn CN=test-user

cryptcp.exe —-delcert -dn CN=test-user -uMy
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9. TpeboBaHMSA NO OpraHMU3auUMOHHO-TEXHUYECKUM U aAMUHUCTPATUBHBIM Mepam
obecneyeHuns akcnnyataumm CK3U

[ OMKHbI BbINONMHATBCS TpeboBaHMSA MO OpPraHM3aLMOHHO-TEXHUYECKMM U agMUHUCTPATUBHLIM
MepaMm obecneveHus 6esonacHocTm akcnayatauunm CK3M B obveme pasgenos 15 u 16 pgokymeHTa
«XTSAMN.00087-03 91 01. Kpuntollpo CSP. PykoBoacTBo agMuHucTpaTopa 6e3omnacHocTu. Ob6was
4acTb».

Mpu nogkntodeHnn CK3WM k o6bwenocTynHbiIM KaHajlaMm nepejadu JAaHHbIX AOJHKHA 6bmb
obecneyeHa 6e30nNacHOCTb 3alUMLLEHHON CBA3WU. Py 3TOM AO/KHbI 6bITb OnpeAesieHbl:

— Nopsagok nogknodveHns CK3UW k kaHanam.
— BblzeneHo nuuo, oTBeTCTBEHHOE 3a 6e3onacHoOCTb paboThl MO 06WEeA0CTYNMHBIM KaHanam.
— Pa3paboTaH TMNOBOW periaMeHT 3alUMLWEHHON CBSA3M, BK/IOYAOLWLNIA:

" NoONnTMKY 6e30MacHOCTM 3alULLEHHON CBS3MU;

" JONYCTUMbIA COCTaB MpUKAaAHbIX MNPOrpaMMHbIX CpPeacTB, AN KOTOpPOro AOJHKHO
6bTb MccnenoBaHo M 060CHOBAHO OTCYTCTBME HEraTMBHOrO BiMsSHUS Ha CK3U no
KaHany nepeaayun AaHHbIX;

" NepeyeHb AOMYCTUMbIX CeTEBbIX MPOTOKO/IOB;

" 3alUTY CEeTeBbIX COeANHEHNN (nepedyeHb AONYCTUMbIX CeTEBbIX 3KPaHOB);

" CUCTEMA N CpeacTBa aHTUBMPYCHOW 3alLUThbl.

Mopsagok noakntoyeHus CK3UM k kaHanam cBSA3M AosxeH Obmb onpeneneH skcryaTupylowen
opraHusaumemn.

JIMLuoM, OTBETCTBEHHbIM 3a 6e3omnacHocTb paboTbl CK3M no o6uenocTynHbIM KaHanaMm, Kak
npaBwuno, Ao/mkeH 6biTb aAMUHUCTpATop 6e30MacHOCTM.

MepeyveHb WTaTHbIX cpeacTB OC, MOXeT BKAKOYATbCA aAMUHUCTPATOPOM B TUMOBOW pernaMmeHT
6e3 npoBeaeHMs AOMOMHUTENbHbIX WCCNeAOoBaHWI MO oueHKe WuX BAusHus Ha CK3W. Mpwu aTom
OOJXHbI BbINOSTHATHLCSA:

1. cBoeBpeMeHHoe 06HOBNEHWE MPOrpaMMHbLIX CpeaCcTB, BKIOYEHHbIX B COCTaB perfiaMeHTa;
2. KOHTposb cpeabl hyHKUMOHMpoBaHua CK3U;

3. onpeaeneHne M KOHTPOJIb 3a UCMOJSIb30BAHWEM CETEBbIX MPOTOKOJ/IOB;

4. cobnogeHne npasun nonb3oBaHus CK3U mn cpepoin dyHKUMoOHMpoBaHus CK3N.

Mpu wucnonb3oBaHum CK3WM ¢ agpyrMMm  CTaHZApTHbIMKM  MPOrpaMMHbIMKM  CPeACTBaMu
BO3MOXHOCTb noaktoveHms CK3M k obwenocTynHbIM KaHanaMm nepefayvy AaHHbIX AO/KHa 6bmb
onpejeneHa TOJNIbKO MOCAe NpoBeAeHUs AOMOSIHUTENbHbIX UCCIeA0BaHUA C OLEeHKOW HEBO3MOXHOCTU
HeraTMBHOIO BWSIHUA Hapywutens Ha @yHkuuoHmpoBaHve CK3M, ucnonb3ylowero BO3MOXHOCTHU
06LLeoCTYNHbIX KaHanos.

Ona oTknaodeHnss dyHkunim Tenemetpum Ha OC Windows 10/Server 2016 Heob6xoammo
BbINOSIHUTbL Crieayolme AeNCTBUS:

1. MpoBepuTb Hanuume un ctaTtyc cepsuca DiagTrack (lMaHenb ynpasneHunss -> Cuctema W
6e3onacHOCTb -> AAMUHUCTpPUpOBaHue -> Cnyxo6sbl).

2. Ecnu cepBUC 3anyLieH, ToO 0OCTaHOBUTb ero.

3. YpanuTb 3anucb peructpauum cepsuca DiagTrack m3 peectpa (Myck -> BbINOMAHUTL ->
regedit, pasgen HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services. 3pecb HeobxoamMmo
HanTn n yganutb nanky DiagTrack).

4. Ypanutb NOArOTOBNIEHHbIE K OTMNPaBKe AaHHble, KOTOpPble COXPAaHATCSA B 4veTbipex dainnax ¢
pacwupeHveM *.rbs, XxpaHawuxca B aupektopumn %ProgramData%\Microsoft\Diagnosis. WmeHa
dannos agnsa production c6opok OC - event00.rbs, eventOl.rbs, eventl0.rbs n eventll.rbs. Ons
insider c6opok OC wuMeHa MOryT OT/IM4yaTbCs, MO3TOMY HeobxoAMMO yaanuTb Bce dainbl C
pacwupeHneM *.rbs. lpy BO3HWMKHOBEHMM MNpobnemM C ypaneHveMm AaHHbiX ¢ainos Heobxoaumo B
CBOWMCTBax Ha BKJagke «be3onacHOCTb» paspelunTb MOMHbIM AOCTyn K danny, a 3aTeM yoanuThb.

5. OcTaHoBuTb aBTOMaTmudeckyto (AutoLogger) ETW ceccuto AutolLogger-DiagTrack-Listener,
koTopyto DiagTrack akTMBMpyeT B nMpoLecce CBOEN OCTaHOBKMW.

6. Yoanutb alin, B KOTOpbiM aBToMaTuyeckass (AutoLogger) ETW ceccua AutolLogger-
DiagTrack-Listener coxpaHsina cobpaHHble AaHHble.
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MyTb K danny XpaHUTCS B peecTpoBoi 3anucu AutolLogger-DiagTrack-Listener B 3HaueHun
FileName. KoHdurypauum astomaTuyeckmx (AutoLogger) ETW ceccuin HaxoasdATcs B K/ko4ye peecTpa
HKLM\SY STEM\CurrentControlSet\Contro\WMI\AutoLogger. KoHdpurypaums Lenesomn ceccuu
XpaHUTCS B AaHHOM KJtode nog 3anmcbio AutolLogger-DiagTrack-Listener.

B HacToswee BpeMs AaHHble coxpaHstTCcs B dann
%ProgrambData%\Microsoft\Diagnosis\ETLLogs\AutoLogger\AutoLogger-DiagTrack-Listener.etl.

7.Ypanutb 3anucb pernctpaumm koHdburypaumm astomaTmdeckon (AutoLogger) ETW ceccum
AutolLogger-DiagTrack-Listener u3 peecTtpa.

[JaHHble pencTems HeobxoAMMO BbINOAHATH MNOCJEe KaXAoro KyMyJSTUMBHOMO O6HOBMEHMS,
MOCKOJIbKY JAaHHble OOHOBNEHUS HABASAIOTCA MO CYTU MNOMHON nepeycTaHoBkor OC w yAaneHHble
CepBM1Cbl BOCCTaHaBAMBAKTCA.
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10. TpeboBaHua no 3awute ot HC/

CK3MN «Kpuntolpo CSP» v 4.0 R4 (knacc 3awutbl KC1l) npu ycC/OBUM BbINOSIHEHMUS
TpeboBaHUM HacTosWero PykoBoACTBa, a TakXe BbINo/HEHUS TpeboBaHui n.15 «XXTHAM.00087-03 91
01. Kpuntolpo CSP. PykoBoaCTBO aaMMHUCTpaTtopa 6e3onacHocTu. Ob6uwas 4acTb» obecrneumBaeT
3aWnUTy  KOHPUAEHUMANBHOM  MHGOPpMaLMM  OT  BHELWHEro  HapywuTens, CaMOCTOSTEeNbHO
OCYLECTBASAKWEro cosjaHne MeTOAOB W CPeAcTB peanmsaumm aTtak, a TaKXe CaMOCTOSATesIbHO
peanusyrLero ataku.

3anpewaeTtcsa ucnonb3oBaHne CK3U «Kpuntollpo CSP» v 4.0 R4 B cnydyae o6HapyXeHus
oTKa3a obopyaoBaHus nnbo nporpamMMmHoro obecnedenus MNMAK 3awmtbl ot HCA.

10.1. OpraHm3auMOHHO-TEeXHUYeCcKne Mepbl 3awmnTtbl oT HC

[JonxeH 6bmMb peannsoBaH CAeayloWmini KOMIMIEKC OpPraHM3aLMOHHO -TEXHUYECKUX Mep 3alUThbl
ot HCA:

1. B cucTeme pernctpupyetcss oAvH Mnofb3oBaTesnb, obnajarolwmii NnpaBaMyM aAMUHUCTPATOPaA,
Ha KOTOpOro BO3/s1araeTcs 0653aHHOCTb KOH(UrypmpoBaTb ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10, HacTpauBaTb 6e3omacHOCTb 0oC, a Takxe
KOHpurypmposaTb 2BM, Ha koTopyto ycTaHoBseHa OC Windows.

2. Ana agMuMHUCTpaTopa BblbMpaeTcs HaAeXHbld naponb BXxoda B CUCTEMY, yAOBAETBOPSAIOLW NI
cnepgywuwmMm TpeboBaHMAM: AAMHA Naposis He MeHee 8 CMMBOJIOB, Cpean CUMBOJIOB Maposs
BCTPeYalwTCa 3ariaBHble CUMBOJIbI, MNPOMUCHbIE CWUMBOJIbI, UUMPbl U crneynasnbHbie CUMBOJbI, CPOK
CMEHbl Maposii He pexe OAHOro pasa B Mecsu, AOCTYyNn K Maposito gomkeH 6bmb obecneyeH TONbKO
nonb3oBaTesnto, obnagawwemy npaBamm agMMHUCTpaTopa.

3. Bcem rnosb3oBaTensamM, 3aperncTpupoBaHHbIM B 0ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10, aAMUHUCTpPATOPp B COOTBETCTBUM C  MOJIUTUKOM
6e3o0MacHOCTM, MNPUHATOM B OpraHmM3auumn, AaeT MUHUMANbHO BO3MOXHble AN8 HOpMasbHON paboTbl
npaesa. Kaxabwm nonb3oBatens OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10, He
ABNSOWMACSA aAMMHUCTPATOPOM, MOXET MpoCMaTpuMBaTb U pefaKTMpoBaTb TOSIbKO CBOM YCTaHOBKU B
paMKax npasB AOCTyMNa, Ha3HA4YEeHHbIX €MY aAMUHUCTPaTOPOM.

4. Ha KoMnMbloTEpE yCTaHaB/nBaeTcs TOJIbKO oAHa ocC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10. He w1CnNonb3ylTCs HeCTaHOAAPTHbIE, WM3MEHEHHble Wn
oTnagoyvHble Bepcum OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 Takue, Hanpumep,
kak Debug/Checked Build. Ha Bcex HDD ponxHa 6bmb ycTaHoB/ieHa dannoBas cuctema NTFS.

5. MNpaBa AocTyna K KaTanoram %Systemroot%\System32\ Config,
%Systemroot%\System32\SPOOL, %Systemroot%/\Repair, %Systemroot%\COOKIES,
%Systemroot%\FORMS, %Systemroot%\HISTORY, %Systemroot%\SENDTO,

%Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe <¢dannam boot.ini,
autoexec.bat, config.sys, ntdetect.com u ntldr gomxHbl 6bTb yCTaHOB/IEHbI B COOTBETCTBUM C
NnOANTUKOM 6e30MacHOCTU, NPUHATON B OpraHusauum.

6. JomkHbl 6bMb YCTaHOBMEHbI OrpaHWYeHWs Ha [AOCTyn nonb3oBaTenerm K CUCTEMHOMY
peecTpy B COOTBETCTBUU C MPUHATOM B OpraHusauunm noantnkon 6e3onacHoOCTH, YTO peanmsyeTcs npu
nomown ACL mnam ycTaHOBKOM NpaB AOoCTyna npu Hanuduum NTFS.

7. JomkHa bbb MCKJlOYEHa BO3MOXHOCTb yAa/leHHOro0 peAakKTUpOBaHMSA CUCTEMHOro peecTpa.

8. JomkHa 6bmb npoBedeHa ycTaHoBka SECURITY_ATTRIBUTES npoueccoB M MNOTOKOB B
COOTBETCTBUU C TpeboBaHUSAMN 6e30NacHOCTN BCEM CUCTEMbI B LLESIOM.

9. Echm HeT HeobxogMMoCTW, He cJlegyeT ucMnonb3oBaTb MpoTtokon SMB. B cnyuae
Heob6xoanMMoCTH NCNoNb30BaHMSA npoTokona SMB rnapaMeTpsbl EnableSecuritySignature
(REG_DWORD) " RequareSecuritySignature(REG_DWORD) B Koye
HKLM\System\CurrentControlSet \Services\LanManServer\Parametrs p[osXHbl 6bITb yCTaHOB/IEHbl CO
3HaAYEHUSAMN «1»,

10. Y rpynnbl Everyone gosxHbl 6bMb yaaneHbl BCE NPUBUIETUN.

11. JonxeH 6bmb nepevMeHoBaH nonb3oBaTenbs Administrator.
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12. JomkHa bbb OTK/IIOYEHa yyYeTHasa 3anucb ans roctesoro exoada (Guest).

13. JlomkHO 6bITb MCKJ/TIOYEHO MCMOJSIb30BaHME peXxunMma aBTOMATUUYECKOro BxoAa Mosib3oBaTens
B OMEPaLMOHHYI0 CUCTEMY MpU ee 3arpyske.

14. JomkHO 6bMb OrpaHMYeHO C y4eTOM BbiOpaHHOM B opraHmsaumm NOAMTUKM H6e30MacHOCTU
MCNO/b30BaHME MoJsib3oBaTenssMm cepsBuca Scheduler.

15. JomxkeH 6bmb oTKkAo4YeH cepeuc DCOM.

16. JonmkHbl 6bITb OTK/IIOYEHbI CEeTEBbIe MPOTOKOJbl, HE UCMONb3yeEMble Ha AaHHoM [MDBM.

17. B cnydae nogknwoyeHusa T[OBM ¢  ycTtaHoBneHHbM CK3M Kk o06wenocTynHbIM  CeTAM

nepegaym AaHHbIX AO/HKHO 6bMb MCKAOYEHO Mcnonb3oBaHue JavaScript, VBScript, ActiveX n apyrux
MPOrpaMMHbIX O6BEKTOB, 3arpy>aeMbix U3 CETW.

18. JonkHa 6bTb UCKAIOYEHA BO3MOXHOCTb CETEBOr0 aAMUHUCTPUPOBAHUA ANS BCEX, BKAOYas
rpynny Administrators.

19. JlonkeH 6bTb 3aKpbIT A4OCTYN KO BCEM HE MCMNOJSIb3yEMbIM MOpPTaM.

20. JomkHbl BKAOYATbCA QUNLTPLI Naposfiell, YycTaHaBAMBaeMble BMeCTe C NakeTamu
o6bHoBnenmn OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

21. JomxHbl 6bTb  WCK/KOYEHbI MWCMNOSIHEHME W  OTKpbMMe  aiioB, MOJYYEHHbIX U3
obLwenoCTyNHbIX CeTel nepeaayn AaHHblX, 6€3 nNpoBeaeHUs COOTBETCTBYHOLWNX NPOBEPOK Ha npeaMeTt
coAepXXaHus B HUX NPOrpaMMHbIX 3akjajoK U BUPYCOB.

22. JomxHbl bbb  ypaneHbl BCce ob6bwme pecypcbl Ha [9BM ¢  ycTtaHoBneHHbM CK3U
«Kpuntollpo CSP» v 4.0 R4 (B TOM 4yucne u cosgaBaemble MO YyMOAYaHuUIO npu ycTtaHoBke OC
Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10), koTOopble He uUCNonb3yTCsA. lpaBa AocTyna
K MCMOJIb3yeMbIM 06LLKMM pecypcaM AOJIKHbl 6bITb 3a4aHbl B COOTBETCTBUM C NOSIUTUKON 6e30macHOCTHU
NMPUHATON B opraHusauuu.

23. MNocne ycTaHOBKW OMepaLMoOHHOW CUCTeMbl M3 KaTtanora %Systemroot%\System32\Config
aomkeH bbb yaaneH dann sam.sav.

24. omkHbl  UCNoNb3oBaTbCcs  Haubonee  3awuvuleHHble  MNPOTOKOMbl  ayTeHTudukauuu,
peanunsoBaHHble B Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10, ecnu ¢yHKLWOHMPOBaHME
CK31 He npepycMmaTpuBaeT NpUMeEHeHUe ApYrux rnpoTOKOSOB.

25. Mo BO3MOXHOCTW cJfieayeT TMpUMEHATb CaMble CWibHble WabsoHbl 6e3onacHoCTU
(Templates).

26. JlomkHa 6bIrb pa3paboTaHa cUCTEMA Ha3HAYEHUS U CMEHbI NApPOSIEN.
27. JomkHO 6bITb 3anpeweHo Ucnosb3oBaHne OYHKLUM pe3epBHOro KOMMPOBaHUS naponen.

28. [onkHbl 6bTb OTKJIOYEHbl PEXWMbl OTOBPaXXEHUSI OKHa BCEX 3aperucTpPMpPOBaHHbIX Ha
M3BM nonb3oBaTenel v 6bICTPOro NepektoyYeHnss Nosb3oBaTenen.

29. [lomkHa 6bfb OTKJ/IlOYEHA BO3MOXHOCTb YAAaNIEHHOro0 aAMUMHUCTpupoBaHus [9BM ¢
ycTaHossieHHbM CK3W «Kpuntollpo CSP» v 4.0 R4.

30. Jo/mKHO O6bTb  OrpaHMYeHO KOMMYECTBO HeyZauyHblX MOMbITOK BXoda B CUCTEMY, B
COOTBETCTBME C nNOAUTUKOM 6e3onacHocTn (HO He 6onee 10), NPUHATOM B OpraHusaUuw.
PekoMmeHayeTcs 6n10KMpOBaTb CUCTEMY MOC/IE TPpeX HeyAa4yHbIX MOMbITOK.

31. JomkHbl MCMOJIb30BaTbCA CUCTEMa ayAuTa B COOTBETCTBME C MNOAMTUMKON 6e3onacHoCTw,
MPUHSATON B OpraHMsauun, U OpraHnU3oBaH PErysipHbiA aHaaM3 pe3ynbTaToB ayauTa.

32. JomkeH npoBOANTBLCA PEerynspHbii NpocMOTp coobuweHnin B XXypHane cobbmuin Event
viewer.

33. OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 pomxHa 6bTb HacTpoeHa Ha
3aBeplueHne paboTbl NpyM NepenosiHEHUM XypHana ayauTa.

34. JonKHa 6bITb obecneyeHa HEBO3MOXHOCTb MoanduKaumm OoC Windows
2003/2008/7/2008R2/8/2012/8.1/2012R2/10 uepe3 obwenoCTyMNHble KaHasbl nepeaadn AaHHbIX.

35. Nocne wHcTannauum OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 ponxeH
6bMb yCTaHOBAEH nocnedHuMn oduumanbHbim Service Pack ot dupmbl Microsoft, cywecTBytowmnin Ha
MOMeHT ycTaHoBku OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10.

36. [Jo/mKHbI MCNOMb30BaTbCs NOAMNUCAHHbIE ApalBepbl.
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37. Ha Bce paupekTopun, cogepxawme cucteMmHole ddamnel Windows wn nporpammbl K3
komnnekta CK3W, pomkHbl ObMb YyCTaHOBMEHbl MNpaBa AOCTyna, 3anpeljalolime 3anucb BCEM
nonb3oBaTtensaM, kpome AamuHuctpatopa (Administrator), Cosgatensi/Bnagensua (Creator/Owner) un
CucTtembl (System).

38. JlomkHa 6bb WUCKAKOYEHA BO3MOXHOCTb CO34aHMA aBapuUMHOro Agamna onepaTUBHOM
MaMsaTK, Tak KaKk OH MOXET CcoAepXaTb KpunTorpaduyeckn onacHyto MHopMaumio.

10.2. HacTpoiika cuctemHoro peectpa OC Windows npu yctaHoBke CK3U

Ha M2BM ¢ OC Windows 2003/2008/7/2008R2/8/2012/8.1/2012R2/10 npu ycTaHoBke CK3U
Heob6xoAMMO NPOBECTU HACTPOMKY CUCTEMHOIO peecTpa:

-B Kn4ye HKLM\System\CurrentControlSet\Control\LSA, YCTaHOBUTb napameTp
RestrictAnonymous (REG_DWORD) coO 3HadyeHMeM <«1» anga WCK/YEeHUs [OoCTyna aHOHMMHOTIO
nonb3oatens (null-session) K CNUCKY pa3gensieMblX PeCypCoB, @ TakKXe A/ UCK/OYEeHNsT AoCTyna K
COAEPXXMMOMY CUCTEMHOIO peecTpa;

— AN UCKJIIOYEHMS yTedykn WHdOopMaumMm npu nepepade AaHHbIX MO WMMEHOBAHHOMY KaHany
\\server\PIPE\SPOOLSS yoanuTb nms SPOOLSS u3 Ko4a
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes;

- B knatode HKLM\System\CurrentControlSet\Services\LanManServer\Parameters ycTaHOBUTb
napameTpbl AutoShareWks mn AutoShareServer, umetowme tnun REG_DWORD, co 3HauveHuneM «0» gns
3anpeTa aBTOMaTUYeCKOro Co34aHnsa CKpPbITbIX COBMECTHbIX peCypCoB;

- B Koye HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon YCTaHOBUTb
napamMeTp CashedLogonCount (REG_DWORD) co 3HadeHueM 0 pnnsa OTKJ/UYEHUS K3ILWMPOBaHUS
naposien nocnenHuUx AeCATU Nonb3oBaTenen, Bowealnx B CUCTEMY;

- B kmodye HKLM\System\CurrentControlSet\Services\Eventlog\<LogName> (LogName - wums
XypHana Ans KOTOPOro cieayeTr OrpaHuyuTb AOCTYN Mosb3oBaTensM rpynnbel Everyone) ycTtaHoOBUTH
napameTp RestrictGuestAccess (REG_DWORD) co 3HaueHMeM <«1» ans WUCKAIYEeHUs AOCTyna rpynnbl
Everyone kK CUCTEMHOMY XXYpHany 1 XypHany NpuioXeHui;

-B Koue HKLM\System\CurrentControlSet\Control\SessionManager\MemoryManagment
ycTaHoBuTb napameTtp ClearPageFileAtShutDown (REG_DWORD) co 3HauyeHueM <«1» Ans BK/IOYEHUS
MexaHM3Ma 3aTupaHusa daiiia nogkavku rnpu nepesarpyske;

-B knoye  HKLM\System\CurrentControlSet\Control\SecurePipeServers\ ycTaHOBUTb B
COOTBETCTBMM C MOSUTUKOM 6€e30MacHOCTM TMPUHSATOMW B OpraHMsauuuM paspelieHuns Ha A[oCTyn K
napameTpy winreg ons orpaHuWYeHus yaasneHHoOro AoCTyna K peecTpy;

-B kmodye HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\ ycTaHOBuUTb
napamMeTp AllocateFloppies (REG_SZ) co0 3HauyeHuMeM <«1» aAna MUCKAKYeHUs napansienbHoro
MCMOsb30BaHNSA AMCKOBOAA AN MMOKMX AUCKOB;

-B Koue HKLM\System\CurrentControlSet\Control\Lsa YCTaHOBUTb napameTp
AuditBaseObjects (REG_DWORD) co 3HauyeHueM <«1» ans BK/AOYEHUA ayauta Ha 6a30Bble 06BbEKThI
CUCTEMBI;

-B KJto4ye HKLM\System\CurrentControlSet\Control\Lsa YCTaHOBUTb napameTp
FullPrivilegeAuditing (REG_BINARY) coO 3HaueHueM «1» Ans BKAKYEHUS ayauTa NpUBUIETUN;

— 0N UCKJIIOYEHUS Nepedaydun napons nosibzoBaTenen no cetm B otkpbiroM Buae (OC Windows
XP) B kntoye HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters ycTaHOBWUTb napameTp
EnablePlainTextPassword (REG_DWORD) co 3HayeHneM «0».

10.3. Ucnonb3oBaHue CK3WM co cTaHAapTHbIMW NporpaMMHbiMu cpeactesamum COK

MporpamMHoe ob6ecneyeHne CK3U XTAN.00087-03 no3BOMSIET MCMONbL30BAaTb POCCUICKME
KpunTtorpaduyeckme anroputMmbl U cepTudmKaTbl OTKPbITbIX Kaodven cTaHgapTa X.509 ¢ pasnnyHbiM
nporpamMmmHbiM obecnedeHnem Microsoft:
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- LeHnTp Ceptudumkauunm - Microsoft Certification Authority, Bxoaswmin B coctas Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2 Server,
Windows 2012 Server, Windows 2012R2 Server.

— DnekTpoHHas noyta - MS Outlook (Office 2016, Office 2013, Office 2010, Office 2007, Office
2003, Office XP, Office 2000).

— DnekTpoHHas nouyta - Microsoft Outlook Express B cocTaBe Internet Explorer/Microsoft Edge.
- Microsoft Word, Excel, Info Path u3 coctaBa Microsoft Office 2003, 2007, 2010, 2013, 2016.
— Microsoft Exchange Server 2010, 2013.

— CpeacTBa KOHTpoONs uenocTtHocTm MO, pacnpocTpaHseMoro no cetu - Microsoft Authenticode.

— Cnyx6bl TepMnHanoB ana Windows 2003 Server, Windows 2008 Server, Windows 2008R2
Server, Windows 2012 Server, Windows 2012R2 Server (Bkato4yas W3 cnyx6 TepMnuHanos).

- 3awwuTta TCP/IP coepguHeHun B ceTun UHTepHeT - npoTokon TLS/SSL npu B3anmomemncTeum
Internet Explorer/Microsoft Edge - web-cepsep IIS, TLS-cepsep, TLS-knueHnTt (IE).

— MNpunoxeHne KOMaHAHOM CTPOKWU Ans opMMpOBaHUA 3anpoca Ha ceptudukaT certreq.
— SQL-cepsep.

- ISA/TMG cepsep.

— CepBep TepMuHanoB u knneHT (RDP).

— CpeactBa dYHKUMOHMPOBaHMSA KoMmriekca paspabotkm 000 «KPUMTO-MPO» Kpunto-Tpo
YU, Kpuntolpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP, KnueHT Kpuntollpo HSM.

10.4. TpebosaHusa no opranHmsauunm CK3UM ceTeBOro NoAKAOYEHNS K KOPNOpaTMBHLIM CETSAM U
ceTsam obuwero gocryna.

Mpu noaknoyveHun CK3M Kk o06WwenocTynHbIM KaHanaMm nepefadnm AaHHblX A0/HKHa  6bmb
obecneveHa 6e30nNacHOCTb 3alUMLEHHON CBA3WU. MNpY 3TOM AO/MKHbI 6bTb OnpeAeseHbl:
— MNopsapok noaknyveHnsa CK3UN k kaHanam.
- BblpeneHo nuuo, oTBETCTBEHHOE 3a 6e30nacHOCTb paboThbl MO 06WEAOCTYNMHbIM  KaHasaM.
— PaspaboTaH TMNOBOW pernaMeHT 3allMLUEHHON CBSI3M, BKAKOYAOLWNIA:
= MONIMTUKY 6e30MaCHOCTU 3alUMULLEHHON CBSA3N;
* JOMNYCTUMbIN COCTaB MPMKAAAHbIX MPOrPaMMHbIX CPeACTB, A8 KOTOPOro AOJ/HKHO
6bTb MCcnenoBaHo M 060CHOBAHO OTCYTCTBME HeraTMBHOro BiausiHMS Ha CK3U no
KaHany nepegayn AaHHbIX;
" NepeyeHb AOMYCTUMbIX CEeTEBbIX MPOTOKO/OB;
" 3alUTY CeTeBbIX COeAMHEHNN (NnepedyeHb AO0MYyCTUMbIX CeTeBbIX SKPaHOB);
" CUCTEMA N CpeacTBa aHTUBUPYCHOW 3aLlLUThbl;
Mopsaok nogkntodeHus CK3UM kK kaHanaMm CBS3M AO/HKEH ObTb onpeeneH 3KCryaTupylowen
opraHmusauuemn.
JInuoMm, OTBETCTBEHHbLIM 3a 6e3onacHocTb paboTbl CK3M no obuenoCTynHbIM KaHanaMm, Kak
npaBunno, Ao/MHKeH 6biTb agMUHMUCTpaTop 6e30nacHOCTM.

MepeyveHb wTaTHbLIX cpeacTB OC, MOXeT BKIOYATbCA aAMUHUCTPATOPOM B TUMOBOW periaMeHT
6e3 npoBeAeHUs AOMOJHUTENbHbIX WMCCNEeAOBaHUM MO oueHke ux BAuaHMsa Ha CK3W. Tlpu 3ToMm
OO/DKHbI BbINOAHATLCS:

— CBOEeBpeMeHHOe 06HOBJ/IEHME MPOrpaMMHbIX CPeAcTB, BK/IHOUYEHHbIX B COCTaB perjliaMeHTa;

— KOHTPOJb cpeabl pyHKUMOHMpoBaHnsa CK3WU;

— onpegesieHMe M KOHTPOJIb 3a UCMNOJ/Ib30OBAHMEM CETEBLIX NPOTOKOJIOB;

— cobniogeHne npasun nonb3oBaHma CK3U u cpepoit pyHKkUmMoHmpoBaHus CK3U.

Mpn  uncnone3oBaHun CK3W ¢ ApyrMMm  CTaHAAPTHbBIMW  MPOrpaMMHbLIMM  CpeacTBaMu
BO3MOXHOCTb noakntodeHns CK3UM Kk obwenocTynHbIM KaHanaMm nepegavn AaHHbIX AO/KHA 6bmb
onpegeneHa TOJ/IbKO rMocne npoBeAeHUs AOMOSHUTENbHBLIX UCCNeaOBaHUN C OLLEHKOM HEBO3 MOXHOCTHU

HEraTMBHOIO BJIUSIHUA Hapywutenss Ha ¢yHKUMoHMpoBaHMe CK3W, MCMonb3ylowero BO3 MOXHOCTU
0611en0CTYNMHbIX KaHasoB.
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11. TpeboBaHua No KpunTorpaduyeckom s3awmTe

[JOMKHbI BbINONHATBCSA TpeboBaHusa No KpunTorpaduyeckon 3awute pasgenos 15 m 16 wu
AOOKyMeHTa «XTAM.00087-03 91 01. PykoBoACTBO aAMMHUCTpaTopa 6e3onacHocTn. Obwas yacTb» B
yacTun, kacawuwencsa OC Windows.

MNepen HadanoM paboTbl AoMKEH BbTb NPOBEeAEH KOHTPO/b LLESIOCTHOCTM!.
KoHTponeM LenoCTHOCTU AOJIKHbI 6bITb OXBayveHbl cregytouwme dannbi:

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common

Windows 32-bit

Files\Crypto Pro\AppCompat\detoured.dll
Files\Crypto Pro\AppCompat\CProCtrl.sys
Pro\CSP\accord.dll

Pro\CSP\apmdz.dll

Pro\CSP\bio.dll

Files\Crypto Pro\AppCompat\cpExSec.dll
Files\Crypto Pro\AppCompat\cpMSO.dl1l
Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll

\Windows\system32\cpcng.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Pro\CSP\cpconfig.cpl

Files\Crypto Pro\AppCompat\cpcrypt.dll
Pro\CSP\cpcsp.dll

Pro\CSP\cpcspi.dll

Pro\CSP\cpdrvlib.sys

Files\Crypto Pro\AppCompat\cpenroll.dll
Files\Crypto Pro\Shared\cpext.dll
Files\Crypto Pro\AppCompat\cpintco.dll
Files\Crypto Pro\AppCompat\cpkrb.dll
Pro\CSP\cpksp.sys

Files\Crypto Pro\AppCompat\cpmail.dll
Files\Crypto Pro\AppCompat\cpoutlm.dll
Files\Crypto Pro\AppCompat\cprastls.dll
Pro\CSP\cprdr.dll

Pro\CSP\cprndm.dll

Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

\Windows\system32\cpssl.dll
\Program Files\Common Files\Crypto Pro\AppCompat\cpsslsdk.dll
\Windows\system32\cpsspap.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpsuprt.dll

Pro\CSP\cpui.dll

Pro\CSP\cpverify.exe

Files\Crypto Pro\AppCompat\cpwinet.dll
Files\Crypto Pro\AppCompat\cpxml5.dll
Pro\CSP\csptest.exe
Pro\CSP\dallas.dll

Pro\CSP\ds199x.d11

Pro\CSP\dsrf.dll

Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll

Pro\CSP\fatl2.dll

Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll

Pro\CSP\isbc.dll

Pro\CSP\jcard.dll

Pro\CSP\kst.dll

Pro\CSP\novacard.dll

Pro\CSP\pcsc.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Windows\system32\inetcomm.dl1l
\Windows\system32\rastls.dll
\Windows\system32\wininet.dll
\Windows\system32\msi.dll
\Windows\system32\crypt32.dll
\Windows\system32\schannel.dll
\Windows\system32\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\system32\sspicli.dll*

*

Ona OC
cryptsp.dll wu

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common

Pro\CSP\reg.dll

Pro\CSP\ric.dll

Pro\CSP\rtSupCP.dll

Pro\CSP\sable.dll

Pro\CSP\snet.dll

Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe

Files\Crypto Pro\AppCompat\detoured.dll

Windows
sspicli.dll

\Windows\system32\secur32.d1l1l

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files
Files

x86) \Common
)y\Crypto
x86) \Crypto
)\Crypto
)y \Common
)y \Common
) \Common
) \Common
x86) \Common
x86) \Crypto

)

)

)

)

)

)

)

)

)

)

(

(

(

(

(
(x86
(

(

(

(
(x86) \Crypto
(

(

(

(

(

(

(

(

(

x86

x86) \Common
\Common
\Common
\Common
\Common
x86) \Common
x86) \Crypto
x86) \Crypto
x86) \Common
(x86) \Common

x86
x86

\WINDOWS\SysWOW64\cpssl.dll

\Program

Files

(x86) \Common

Server 2008 mnon
HaXOoOATCHA

KOHTPOJIEM LIeJIOCTHOCTHU BMeCTO

OUbIMOTEKU

Windows 64-bit

Files\Crypto Pro\AppCompat\detoured.dll
Pro\CSP\accord.dll

Pro\CSP\apmdz.dll

Pro\CSP\bio.dll

Files\Crypto Pro\AppCompat\cpExSec.dll
Files\Crypto Pro\AppCompat\cpMSO.dl1l
Files\Crypto Pro\AppCompat\cpadvai.dll
Files\Crypto Pro\AppCompat\cpcertocm.dll
Files\Crypto Pro\AppCompat\cpcrypt.dll
Pro\CSP\cpcsp.dll

Pro\CSP\cpcspi.dll

Files\Crypto Pro\Shared\cpext.dll
Files\Crypto Pro\AppCompat\cpintco.dll
Files\Crypto Pro\AppCompat\cpkrb.dll
Files\Crypto Pro\AppCompat\cpmail.dll
Files\Crypto Pro\AppCompat\cpoutlm.dll
Files\Crypto Pro\AppCompat\cprastls.dll
Pro\CSP\cprdr.dll

Pro\CSP\cprndm.dll

Files\Crypto Pro\AppCompat\cpschan.dll
Files\Crypto Pro\AppCompat\cpsecur.dll

Files\Crypto Pro\AppCompat\cpsslsdk.dll

\WINDOWS\SysWOW64\cpsspap.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files
Files
Files
Files
Files
Files
Files

(x86) \Crypto
x86) \Crypto
x86) \Crypto
x86) \Common
x86) \Common
x86) \Crypto
)

(
(
(
(
(
(x86) \Crypto

Pro\CSP\cpsuprt.dll

Pro\CSP\cpui.dll

Pro\CSP\cpverify.exe

Files\Crypto Pro\AppCompat\cpwinet.dll
Files\Crypto Pro\AppCompat\cpxml5.dll
Pro\CSP\csptest.exe

Pro\CSP\dallas.dll

OubismoTek
\Windows\system32\advapi32.dll

nu
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Pro\CSP\ds199x.d1l1l
Pro\CSP\dsrf.dll
Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.dll
Pro\CSP\genkpim.exe
Pro\CSP\inpaspot.dll
Pro\CSP\isbc.dll
Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll
Pro\CSP\pcsc.dll
Pro\CSP\reg.dll
Pro\CSP\ric.dll
Pro\CSP\rtSupCP.dl1l
Pro\CSP\sable.dll
Pro\CSP\snet.dll
Pro\CSP\wipefile.exe
Pro\CSP\esmarttokengost.dll
Pro\CSP\certmgr.exe

Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files (x86)\Crypto
Files\Common

Files\Common
Files\Crypto
Files\Crypto
Files\Crypto

Files\Common
Files\Common
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Common
Files\Crypto
Files\Crypto
Files\Common
Files\Common

Files\Crypto Pro\AppCompat\detoured.dll
Files\Crypto Pro\AppCompat\CProCtrl.sys

Pro\CSP\accord.dll
Pro\CSP\apmdz.dll
Pro\CSP\bio.dll
\WINDOWS\system32\cpsspap.dll

Files\Crypto
Files\Crypto

Pro\AppCompat\cpadvai.dll
Pro\AppCompat\cpcertocm.dll

Pro\CSP\cpconfig.cpl

Files\Crypto

Pro\AppCompat\cpcrypt.dll

Pro\CSP\cpcsp.dll
Pro\CSP\cpcspi.dll
Pro\CSP\cpdrvlib.sys

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\Shared\cpext.dll
Pro\AppCompat\cpintco.dll
Pro\AppCompat\cpkrb.dll
Pro\AppCompat\cpmail.dll
Pro\AppCompat\cpoutlm.dll
Pro\AppCompat\cprastls.dll

Pro\CSP\cprdr.dll
Pro\CSP\cprndm.dll

Files\Crypto
Files\Crypto

\WINDOWS\system32\cpssl.dll
Pro\CSP\cpsuprt.dll

\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Common
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\cpui.

Files\Crypto

Pro\AppCompat\cpschan.dll
Pro\AppCompat\cpsecur.dll

dll
Pro\AppCompat\cpwinet.dll

Pro\CSP\csptest.exe
Pro\CSP\dallas.dll
Pro\CSP\dsl199x.d1l1l

Pro\CSP\dsrf.

dll

Pro\CSP\emv.dll
Pro\CSP\esmarttoken.dll
Pro\CSP\etok.dll
Pro\CSP\fatl2.d1l1l
Pro\CSP\inpaspot.dll

Pro\CSP\isbc.

dll

Pro\CSP\jcard.dll
Pro\CSP\kst.dll
Pro\CSP\novacard.dll

Pro\CSP\pcsc.

dll

Pro\CSP\reg.dll
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\Program
\Program
\Program
\Program
\Program
\Program
\Program
\Program

Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto
Files\Crypto

Pro\CSP\ric.dll
Pro\CSP\rtSupCP.dl1l
Pro\CSP\sable.dll
Pro\CSP\snet.dll
Pro\CSP\certmgr.exe
Pro\CSP\esmarttokengost.dll

Files (x86)\Common Files\Crypto Pro\AppCompat\detoured.dll

Files\Common Files\Crypto Pro\AppCompat\detoured.dll

\Windows\system32\inetcomm.dl1l
\Windows\SysWOW64\inetcomm.dll
\Windows\system32\rastls.dll
\Windows\SysWOW64\rastls.dll
\Windows\system32\wininet.dll
\Windows\SysWOW64\wininet.dll
\Windows\system32\msi.dll
\Windows\SysWOW64\msi.dll
\Windows\system32\crypt32.dl1l
\Windows\SysWOW64\crypt32.dl1l
\Windows\system32\schannel.dll
\Windows\SysWOW64\schannel.dll
\Windows\system32\kerberos.dll
\Windows\SysWOW64\kerberos.dll
\Windows\system32\certenroll.dll
\Windows\SysWOW64\certenroll.dll
\Windows\system32\cryptsp.dll*
\Windows\SysWOW64\cryptsp.dll*
\Windows\system32\sspicli.dll*
\Windows\SysWOW64\sspicli.dll*

*

g ocC

Windows Server 2008 mnom KOHTpPOJIEM LEJIOCTHOCTHU
cryptsp.dll u sspicli.dll HaxomsaTcsa OUOIMOTEKU
\Windows\system32\advapi32.dll
\Windows\SysWOW64\advapi32.dll
\Windows\system32\secur32.d1l1l
\Windows\SysWOW64\secur32.d1ll

BMEeCTO

oubImMoTeK

B cnydae ecnm UenoCTHOCTb JAaHHbIX 6mnbnmnoTtek HapyuweHa B pe3ybraTe obHoBNEHMS

onepaunoHHON CUCTEMBI,

BO3MOXHOCTM Npoao/mKeHnss ucnonb3osaHmsa CK3UM Ha gaHHOM cucTeme.

HeobxoanuMo obpaTutbcs K paspabotumky CK3M 3a pasbaAcHeHUs MM O
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MpunoxxeHne A. KOHTPOJb LETIOCTHOCTU NpOrpaMMHOro obecneyeHus

A.1 KOHTpOMb LEeN0CTHOCTM NporpaMMHOro obecnevyeHmss ¢ NOMOLLbIO aJIrOpUTMOB
X3LWMPOBAHMS.

Moaynb cpverify.exe no3BOASET OCYLECTBASATb KOHTPOJb LEAOCTHOCTU YCTaHOBJIEHHOIO
nporpamMMHoro obecneyeHusi. KOHTpOAb LENOCTHOCTM (aioB OCyLecTBASETCA NMpu 3arpyske danna
Ha ucnosiHeHMe (M MepuoaAMYEeCcKW BO BpeMS BbLIMNOJIHEHWS) WAM MNPUM PYYHOM 3anycke MporpaMmbi
KOHTPO/S LEeNoCTHOCTM (CM. OMNUUIO —IV HUXE).

Mpy NoMoLWM MNepeyvYnCrIeHHbIX HUXE onuuii Moaysb cpverify.exe MOXeT 6bTb UCNOMb30BaH As
Ccneayowmx KOHTPOsIbHbIX Lienei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>]- BbMUCNEHME 3Ha4eHUs
xaw-dyHkumn ans danna c wmMmeHem filename ¢ nomowbto anroputma algid. MNone algid moxet
npuHuMaTb  3HadeHus  GR3411, GR3411_2012 256 v GR3411_2012 512 (no yMon4aHuio
ncnonblyetca GR3411). [-inverted_halfbytes <inv>] yka3sbBaeTcsa, ecnu nonybantbl B hashvalue
nepeBepHyTbl (Mo ymonyanmw ansa GR3411 inv npuHMMaeTcs paBHbM <«1», Onsg anropuTtMoB
GR3411_2012_256 wn GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - npoBepka
uenocTHoctTn danna c umeHem filename, wcnonbays anroputm algid n xsw-3HauyeHne hashvalue.
Mone algid ™MoxeT npuHMMaTb 3HadeHus GR3411, GR3411_2012_256 un GR3411_2012_512 (no
yMondaHuto wucnonbsyetca GR3411). Ecnu hashvalue He ykasaH, TO X3w-3HadeHue bGepeTcs wu3
danna filename.hsh. [-inverted_halfbytes <inv>] yka3bBaetcsa, ecnn nonybantel B hashvalue
nepeBepHyTbl (Mo ymonuyanmwo ana GR3411 inv npuHMMaeTcs paBHbM <«1», [nsg anropuTtMoB
GR3411_2012_256 wn GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbMMUC/IEHME 3HAYEHUS X3LW-QYHKLUUN AN KaX[oro ms
dannos, coaepxawmxcsa B KaTanore catname B pasgene peectpa (ecnu catname He ykasaH, TO
6yayT nepecuuTaHbl BCe X3L-3HadeHus B pasgene peecTpa). Tekyliee 3HavyeHue Xow-pyHKLUWIA nNpu
5TOM 3aMeHsieTCS Ha BHOBb nMocuymTaHHoe. T[lone algid ™MoxeT npuHUMaTb 3HadeHus GR3411,
GR3411_2012_256 1 GR3411_2012_512 (no ymonuaHuo mucnonbsyercsa GR3411).

cpverify -rv [cathame] - npoBepka uenocTHoCTM (ainoB M3 KaTanora catname B pasgene
peecTpa (ecnu catname He ykasaH, To 6yayT npoBepeHbl Bce dannbl B pasgesne peectpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname]- BblMMCNEHME 3HAYEHUS X3LW-DYHKLNN
ana  dannos, nepeuyncnieHHbix B xml-danne ¢ umeHem in_file B katanore xmlcatname (ecnm
xmlcatname He ykasaH, TO x3W-3Ha4veHus O6yayT mocuuTaHbl AN BCeX (asioB, NepeyvyncsieHHbIX B
xml-darine ¢ wmMeHem in_file), n 3anncb nonydyeHHbIX 3HavyeHMn B xmi-dann ¢ ummeHem out_file.
Tekylwee 3HadeHne x3W-(YHKLUWIA NpM 3TOM 3aMeHsieTCs Ha BHOBb nocuuTaHHoe. [lone algid moxeTt
nMpuHUMaTb  3HadeHmss  GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMoOn4aHuKO
ncnonb3lyetcsa GR3411).

cpverify -xv in_file [xmlcatname] - npoBepka UuLENOCTHOCTU alnoB, NEpPEeYUCsIEHHbIX B
xml-darine ¢ umeHem in_file B kaTtanore xmlcathame (ecnm xmlcathame He ykasaH, TO MNpoBepka
6yaeT BbinosiHeHa Ansa Bcex dasoB, nepedncrieHHblx B xmi-dganne ¢ umeHem in_file).

cpverify -r2x out_file - dopmMmmpoBaHune xml-canna ¢ nmeHem out_file, coaepxawero cnmcok

dannoB, HaxoAsWWUXCA B pasgenie peecTpa NOA KOHTPOAEM LENOCTHOCTU, M X3LW-3HayeHus 3TUX
dannos.

cpverify —-x2r in_file - ycTaHOBKka no4 KOHTPOAb LENOCTHOCTM (hannoB, MEpedyucsieHHbIX B
xml-darine c nmeHem in_file.

CnncoK KOHTpOAMpyeMbIX MoAyfnel 3aBUCUT OT MWCMNOJSIHEHMSE M MOXET Obmb NosydeH npwu
noMoLin KoMaHabl cpverify —r2x in_file.

Ons Toro, u4tobbl MOCTaBUTb MNOA KOHTPO/Sb LENOCTHOCTM YCTAHOBJIEHHOE MpOorpaMMHoe
obecnevyeHne, Hy>XHO BbINOJIHUTL C/EeAYIOWY NocfeaoBaTeNbHOCTb AENCTBUIA:

1. CozgaTtb xml-cdann, cogepxawuih CNUCOK yCTaHaBAMBaeMbIX MO KOHTPOJb LEeN0CTHOCTU
dannoB. daHHbiA xml-dainn fomkeH MMeTb Clenylowyo CTPYKTYpY:

40



XTAN.00087-03 91 02. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHue CK3W noa ynpasneHnem OC Windows

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>
<Algid >00008021 </Algid >

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid >00008021 </Algid >

</entry>

</catalog>

</CProlntegrity >

3HaueHune nonsa Algid gomkHO paBHATLCS 00008021.

2. 3anyctutb Moaynb cpverify —xm in_file out_file TestControl, yka3as B ka4yecTBe napameTpa
in_file wvms co3gaHHoro xmil-cdarina. Pe3ynbtratoMm paboTel moayna 6yaer saBnarbca xml-dann ¢
mmeHem out_file, cogepxawmin BbMUCNEHHbIE 3HAYEHUS X3W-PYHKUUN ANS nepeyncieHHbix B in_file

dalinioB 1 UMELWMA Creayowyo CTPYKTYpPY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity >

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe </Path>

<Algid >00008021 </Algid >

<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D

604C7</Tag>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe </Path>
<Algid>00008021 </Algid >

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D

06B9C</Tag>
</entry>
</catalog>
</CProlntegrity >

3HadveHune nong Algid gonxHo paBHATbCcs 00008021.

3. YCTaHOBUTb MNOA4 KOHTPOJb LLeNIOCTHOCTU pannbl, AN KOTOPbIX 6bU10 BbMUCAEHO 3HadeHue
X3 W-dyHKUMN, ncnonbdys moaynb cpverify —x2r in_file TestControl, rae napametpom in_file apnsetcs

xml-dann, nony4veHHbIn B pe3ynbTaTe BbMUCEHUS 3HAYeHUS X3LW-(YHKUUN B NMYHKTe 2.
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A.2 KOHTpPO/b LEeN0CTHOCTU NpOrpaMMHOro obecneyeHns C NOMOLLbIO aJiropntmMoB
noanmcu

- cpverify -file_verify nma_danna [3HadyeHne_noanucu] -timestamp aata

MpoBepka noanucm ¢anna ¢ UMeHeM <«uMsa_danna». [lapaMeTp <«3HadeHue_noanmcu»
HeobxoauMo nepepaBaTb B Buae 6anToBOl CTPOKU. ECnm napameTp «3Ha4YeHMe_NoANUCK» HEe yKasaH,
TO 3HauyeHuwe noanucum bepetcsa wm3 danna wvma_danna.sgn. MapameTp <«pata» yKasblBaeT, Koraa
noanucb 6bia cdopmmpoBaHa, HeobxoauMMO ykasbiBaTb B dopmate AA4.MM.ITrr. [aHHas KoMaHAaa
npoBepsieT NOAMNUCL C MPSIMON NMocAefoBaTesIbHOCTbIO MoaybanT, Ans NpoBepKU noanucu ¢ obpaTHoM
nocnegoBaTeNbHOCTbIO 6alT HeobxoAMMO MCMOSb30BaTb KOMaHAY versign C¢ aHanormyHbiM Habopom
napameTpoB. [lognncb npoBepsieTCs Ha OTKPbITOM Kl4ye U3 creuwnanbHOro ceptudwukata ans
noannucu koaza komnaHmm «KPUMTO-TTPO»,

— cpverify —pe_sign FileName [kpuTepuu noucka ceptudumkaTa)l [Aon. napaMeTpbi]

JobasneHne B dann ¢ wumeHem FileName uudposon noanucm B dopmaTte authenticode
MOSIHOCTbID Ha POCCUMCKMX anroputmax C nomouwbto Microsoft CryptoAPI. C noMowbi AaHHOWM
KOMaHAbl MOXHO nognucaTb Tonbko dannel dopmatos .exe u .dll.

Ons Toro u4tobbl noanucatb dain, HeobxoauMo B XpaHunuwe «JIMyHoe» TeKkyuiero

rnosib30BaTeNs UMETb YCTAHOBMIEHHbLIA CEPTUMPUKAT CO CCbUIKOM Ha 3aKpbITbiA KUY, B Ha3HauyeHUsX
KOTOpOro npucyTtcTeyeT «llognucbiBaHne Koaa».

MoncK HY>XHOro ceptudumkaTa OCyLLEeCTBNASETCS C NOMOLLbIO CreayLWwmx Kputepmes:

Nms cybbekTa cepTudmkaTa NOANNCU. DTO 3HAUEHME

-ham jectNam .
ame SubjectName MOXeT 6bITb NOACTPOKONM NOJIHOMO MMeHM cybbekTa.

ANropuTM X3 lWWMpPOBaHNSA 4K MOANMUCU B CepTMd)VIKaTe.

-alg Algld JonycTtumble 3HaueHuss GR3411, GR3411_2012 256,
GR3411_2012 512.
-fp FingerPrint 3HauveHune shal oTneuvartka cepTudukara.

Moanuce 6yaeT nobaBneHa kak BTopocTeneHHas. Ecnu B
-append danne HeT OCHOBHOW NoANNCK UK NapameTp —append
He nepefaH, To noanuce 6yaet nobaBneHa Kak OCHOBHas.

Ecnn Heckonbko cepTUhUKATOB YAOBNIETBOPAOT 3a4aHHbIM KpUTepusM, TO MOJb30BaTenNto
6yaeT npeaocTaB/ieHa BO3MOXHOCTb BPYUHYIO Bbl6paTh HyXHbli cepTudmkar.

- cpverify —pe_verify FileName [pon. napameTpbi]

MpoBepka authenticode noanucun daina c¢ uMmeHem FileName 6e3 ucnonb3oBaHusa Microsoft
CryptoAPI.

MpoBepka Bcex authenticode nognncen, HalaeHHbIX B
-multiple danne. Ecnn napameTp He nepeaaH, To byaet npoBepeHa
TOJZIbKO OCHOBHad noAanumchb.
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MpunoxeHne b. Cnyx6bl cepTdmKaumm onepaumoHHom cucteMmol Windows.

Beaywine MupoBble NpoM3BOAUTENM CUCTEMHONO WM MPUKNAAHOIO MNporpamMMHOro obecnevyeHus
aKTMBHO MHTErpuvpyrT PpEeLlEeHnsi, OCHOBaHHble Ha WHbpacTpyKType OTKpbITbIX K/AOYEN B
onepaunoHHbIE CUCTEMblI WU TMPUIOXEHUS. SPKUM NPUMEPOM 4HBJISETCH onepauuMoHHas cucTteMma
Windows, nonHocTbo nogaepxusatowas NOK.

B onepauuoHHo cucteme Microsoft Windows B nonHom o6beMe peanusoBaHa
NHbpacTpyKTypa OTKPbITbIX KAKOYEN. IDTa MHPpPaACTPyKTypa npeactaBnseTr cobon MHTerp MpoBaHHbIN
Habop cnyx6 u cpeacTB aAMMHUCTPUPOBAHMA ANS CO34aHUS WM pa3BepTbiBaHMA MPUIOXEHWUN,
NPUMEHSIIOWMX KpUnTorpaduio C OTKPbITbIMM KJIlO4aMMK, @ TakXe ANa yrpaB/ieHus UMu.

NHdpacTpykTypa OTKPbITbIX K/lOYen npegnonaraeT uWepapxuyeckyro MoAeslb MOCTPOeHUs
ueHTpoB  cepTudukaumm. Takaa  mMopens obecneumBaeT  MacwTabupyemocTb,  yAobCTBO
aAMUHUCTPUPOBAHMSA U COMMACOBAHHOCTbL C pacTyLWMM YMCIOM NPOAYKTOB WM LLEHTPOB cepTudukaumnm.
MpocTenwasn dopma mMepapxmm COCTOUT M3 OAHOr0O LeHTpa cepTudukauum, a B obuwem cnyyae - u3
MHOXeCTBa C IBHO ornpefefieHHbIMWU OTHOLIEHUSMU POAUTENBCKUN-A04EPHNIA.

NHdpacTpyKkTypa OTKPbITbIX K/OYen, peanMsoBaHHas B oOnepaunoHHoOW cucteme Microsoft

Windows nonHoCTbO noaAepXmBaeT M MNO3BOASET CO34aTb Wepapxuyeckyl MoAeSb LEeHTpOB
cepTudukaumm.

Intermediate CA Issuing CA

Issuing CA

BE

Issuing CA

A "L R

PucyHok B1- Mogenb NOCTpoeHUs LEeHTPOB cepTuUdukaumm

B coctaB cnyx6 ceptudukaumm onepaumoHHom cuctembl Windows BxoaaT criegytouwme
CNyX6bl N KOMMOHEHTBbL.

CepBuc ceptudpumkaumm

CepBuc ceptudukauum npegocTtaBnser Habop cnyx6 pgna Bbinycka, YyMpaBieHUs U
MCMNONb30BaHMUS CepTUMUMKATOB OTKPbITbIX K/OYEN B 3aWMLEHHbIX TEXHONOMUSAX U MNPUIOXKEHUSX,
ucnonbsywwmx MWOK. CepBuc ceptudumkaumm BbINOJHSAET OCHOBHYIHO poOfib B ynNpaBJfieHun
6e30nNacHOCTbD  TexXHOMorMM U NpunoXxeHnn wn obecneymBaeT npouUecC AOCTOBEPHOrO MU
KOHpunaeHumanbHoro obmeHa mHdopMaumen.

KoHconb uyeHTpa cepTucdmukaumm

KoHconb uUeHTpa cepTudukauum ssnaetcs paboymm mMecToM agMMHUCTpaTopa 6e3onacHocTw,
MO3BOJISIIOLWMM YNPaBAsATb CepTUPUKaTaMM OTKPbITbIX KIIHOYEMN.
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{23 Certification Authority

C
J fction  Wiew |J H = |

ElEEIE

Tree I

@3 Certification Authority (Local)
= CP C3P Test Ca

-[[] Revoked Certificates
3] Issued Certificates
(21 Pending Requests
(1] Failed Requests

Request ID | Requester Mame | Binary Certificate | Serial Mumber | Certificate EFFE:I
2504 WWWAILSR_FW - BEGIM CERTIL... 3efa2cld00o... 17.04.2002 13
2505 WWWATUSR_FW -] BEGIM CERTIL... 4lefcad4a00o... 18.04.2002 7:¢
2506 WWWAILSE_PW - BEGIM CERTI... <29csfd3000,., 13042002 11
250? WWWATUSR_FW -] BEGIM CERTIL... 429dS4f2000... 18.04.2002 11
2508 WWWAILSE_PW - BEGIM CERTI... <2dcdd45000,,. 13.04,2002 12
2509 WWWATUSR_FW -] BEGIM CERTIL... 42e327d4000... 18.04.2002 12
2510 WWWAILSE_PW - BEGIM CERTI... <2e37cchO00...  13.04.2002 12
2511 WWWATUSR_FW -] BEGIM CERTIL... 42eeflccod... 15,04, 2002 12
2512 WWWAILSE_PW - BEGIM CERTI... <2fredofooo... 15.04.2002 12
2513 WWWATUSR_FW -] BEGIM CERTIL... 437FF3cfO000... 18.04.2002 15
2514 WWWITLSR_Fw - BEGIM CERTIL... 438h5S429000... 18.04.2002 15
2515 WWWAILSE_PW - BEGIM CERTI... 033d9c9S000,,, 19.04,2002 14
2516 WWWATUSR_FW -] BEGIM CERTIL... 0360c51a000.., 19.04,.2002 15
251? WWWAILSE_PW - BEGIM CERTI... 039cb962000,,, 19.04,2002 16
2518 WWWATUSR_FW -] BEGIM CERTIL... 03bfbedadno... 19.04.2002 16
2519 WWWAILSE_PW - BEGIM CERTL... 03e9c496000,,, 19.04.2002 17

SE_FW - BEGIM CERTI... 0447baled0d... 19.1 9
<] |

PucyHok B2 - KoHconb ueHTpa cepTudukaumm

CpeactBa paclumpeHmsa (pyHKLMOHAaJIbHOCTU cepBuca cepTuukaumm
CpeactBa pacwupenns @dyHKLWMOHANBbHOCTM cepBuca cepTtudukauum npegoctasnatoT Habop

METOoA0B, MO3BONASAKOLLNX
cepTudukaumm  ans
TEXHOOInN.

ceTeBbiMM CNpaBOYHUKaAMU

N3MEHSTb MU
YAOB/IETBOPEHNS
3TM cpeacTBa MO3BOMSIOT WHTErpupoBaTb CepBUCA CepTUdUMKaUUM C  pasIMyHbIMU

N TMPUIOXEHUsIMU, HOPMUPOBATb COCTaB CepTUPUKATOB OTKPbITbIX

pa3BuBaThb

noTpebHoCcTHn

dYHKLUNOHANBHOCTb
KOHKPETHOM

KJto4en, moanduumpoBaTb nNpouecc ynpasneHust ceptudukaTamu.

KnueHTCKMe cpeacTBa B3aMMOAEUCTBUS CO Cy>k60i cepTtudmkaumm
npeaocTaBnsoT

KnneHTckue cpeacTea

dhopMMpPOBaHMSA 3aKpbITbIX KIOYER,

BbINYLEHHbIX CnyX60M cepTudumnkaymnm.

nosib3oBaTeNsiM
3anpocoB Ha CcepTUduKaThl

pa3nnyHble

CTaHAapTHOro
npuKNaaHom

CUCTEMDI

METOoAbI

cepsuca
Nnnn

ana

n obpaboTkm cepTuUdmKaTos,

ApxuTekTypa cepsBuca ceptudukaumm npeactasneHa Ha PucyHke B3.

OTKpbITEIE
KNKOYM

RPUNTONPOEANAED. -
RPN PUEAVHAED.
PRI PYEANAER

3aKpbliThle
KN4

I
3anpockl |
PKCS10 !
| | Moayne _ Cﬂy'}l(sa B MOAYJ'IEI
'~ | mpuena cepTuchrKaumn V2
I f
) 4
Wabnokbl Monyne
CepTHdUKATOBR NOJUTHEN

r

™

T

Ceprichukarel

CRL
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PucyHok B3 - ApxutekTypa cepBuca ceptudukaymu.

MpunoxeHwne B. YnpaBneHne NpoTOKO/IMPOBAHUEM

Ona BKAOUYEHUs/OoTKNOUEeHMa npoTokonupoBaHus ana Windows 32[Windows 64] gobasnsaetcs
B peecTp:

HKEY_LOCAL_MACHINE\SOFTWARE\[Wow6432Node]Crypto
Pro\Cryptography\CurrentVersion\debug\

DWORD napamMeTp cpcsp And onpefenieHns ypoBHS NpOTOKoNa
DWORD napameTp cpcsp_fmt ana onpepenenns ¢gopmaTta NpoTokona

3HayeHWeM napaMmeTpa ypOBeHb NPOTOKONA sBASETCSA butoBas Macka:

N_DB_ERROR =1 # coobuieHunsa o6 owmbkax
N_DB LOG = 8 # coobuw,eHus o BbI3oBaXx

3HadeHneM napameTpa dopMmaT NpoTokona saBnaetTcs butosas Macka:
DBFMT_MODULE = 1 # BbiBOAUTb UMSA MOAyNs
DBFMT_THREAD = 2 # BblBOAUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMSA (DYHKL UK
DBFMT_TEXT = 0x10 # BbiBOAUTb CamMo coobuieHune
DBFMT_HEX 0x20 # BbBOAUTL HEX pamn
DBFMT_ERR 0x40 # BbBOAMTL GetlLastError

Ona Bkao4yeHns ayauta ncnonb3oBanus Kpuntollpo TLS Ha Windows B peecTp
System\CurrentControlSet\Control\SecurityProviders\SCHANNEL\
pobasnseTca napameTp:
3HauveHne mMeHun: Eventlogging
Twn panHbix: REG_DWORD

MapameTpy npucBauBatoTCs creaylolme 3HaYEeHUS :

0x0000 He 3anucbiBaTb B XYpHasn

0x0001 xypHan coobweHnin 06 owmnbkax

0x0002 >ypHan npeaynpexaeHui

0x0004 >xypHan nHdopMaumMoHHbIX CObbITUi

0x0008 >ypHan ycnewHblX CO6bTuin
AyauT BbINOJIHEHMST Mpouecca cpsspap 6yaeT BbIBOAUTLCSA B XypHan npunoxenuin Windows.
HacTpoiikn BeaeHus XypHana BCTynatoT B CUY MOCJie Nepeco3jaHns MaHaaTa.
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JINCT permctpaunm naMeHeHu

Jlnct perncrpaunm naMeHeHumn

N9
n/n

HoMepa nuctoB (cTpaHuu)

MU3MEHEHHDbIX

3aMeHeHHbIX

HOBbIX

aHHYnupo-
BaHHbIX

Bcero
nicros

(cTpaHuu) B
AOKyMeHTe

NO
[ OKYMeHTa

Bxoasawumn

N° conpoBoau-

TENbHOIO
[ OKYMeHTa,
nata

Moa nuch|

HaTa
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